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WiBly sl 4 ools (69l gex adle ST Wad (g0 0033 G Dge; Djpe @ (5500
slyp Webmin g selss wyxws 0 Backup ;s b ools 51 6,58 (5 acgome
@ b he a5 Lxil 5l 08,5 e )18 solitul )50 450 ol, 5l HOneypot <o poe
ooliisl 45t &y 355 poile b o ezl biwgs a5 ols Sl b b asly 5 Lo
Olorles lo edle (153w bl g5l mor nlply sl aie aBle 355 (o

2l (oo Lo ye b Bodod (pl Saa sl

:Honeyd 0.4 A ;o Cows o ls gl
odd b 6 al U al culss o oS o8 b ) 29,5 5l ccans adsl 5B Job o
(Y Js10.11.69.0/24 310.11.68.0/24) aisS o) o |,

3egle cnl plal gl g asiils ol jen 1) 095 (sl LU L e (BaisS 5 00 (6 don
03gate  (ym Cewd Al e opl 005 eolatll liyl 0550 gl asly gl
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s aile o0y 00ls 5l ezes BB Glise a5 ol plowl (BaisS o5 0 lawgy alise
2 G55 9 9,035L (BaiS &858 5l golasd rizren W05 oo adg Al ol
5,5 oo SaS o ools 5 JUT &y a8 wis S a8l

ACID Juloxs g 45 525 ~1.01 Giss

oL Cuoyd s o g 94l SAL sols oL o laie 140Y Snort IDS 4yl s

G awd V) 0 aS Sl ool olul 58 4 pasie Jloie 498 a5 5,5 ol SAL eols

Total Alerts Out of which Unique Alerts

> 498

Divided into 11 Categories

TG P 00)5—‘ RS Awo AR U"‘

Classification Total Alerts Signatures
Unclassified 1032 (5%) 285
Misc-activity 494 (3%) 3
Bad-unknown 5764 (30%) 2
Attempted-recon 8369 (43%) 79
Web-application activity 2957 (15%) 90
Web-application attack 748 (4%) 30
Misc-attack 7 (0%) 1
Attempted-dos 56 (0%) 5
Protocol-command-decode | 16 (0%) 1
Attempted users 3 (0%) 1
Successful admin 5 (0%) 1

Mo cilize glyil jl azws 1) (F) Jguo
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o3ls lis & Joazr 50 bl ny @ld 53550 B iy ©g p (e Sl 623 o]

] 00

Signature Classification Total
ICMP redirect host Bad-unknown 5743 (30%)
SNMP request udp Attempted-recon 1639 (8%)
SCAN Squid Proxy attempt Attempted-recon 1412 (7%)
SCAN Proxy (8080) attempt Attempted-recon 940 (5%)
WEB-IIS scripts access ‘Web-application activity 775 (4%)

lojlze n i ols @) Jyuz

5 olezlie 0 SNMP aseis g0l slows 5l SNMPVL cnlgs 10 o3lo 50 6 ol
o ply G,k 5l wyiws eSS L DOS pldil 4y 3850 aillei aS ols o Sl g0 o
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5 o s HE i 35 o) 5a sl s Uison gl el 5 (5,5
s & (g (5351 Comy (sl G 53 QAL S50 a5 sy oo a5 & (rizman
259,54 4o calizee slo CooMS 4 SNMP sla cnlys 4o Sl )l 4 pladl Lo g g Lo
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Port Type Occurrences Unique Alerts
80 /tcp 5421 195
161 /tcp 2465 4
3128 /tcp 1412 1
8080 /tcp 943 3
1080 /tcp 519 1
162 /tcp 517 3

1 /tep 345 3

0 /udp 295 5
22 /tep 256 10
fudp 112 1
7001 /fudp 93 1
10080 /udp 81 1
10081 /udp 73 1
31337 /udp 68 1
1014 /tcp 67 7
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L "Windows 2000 Professional, Build 2128" Ly e
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ogdle s plowl Cutlas 925 I3 4 5 £58 51 45 (5 Lo S )] jpbine
> http 80 &9 (59, 2 09 IS j9pm sl anis a5 Perl o Sl ool
aile wind sl b LB Gl ol g, » it Glo g izmen 0
UDP S5, 5 137,135 la cygs s TCP USig s 5l 139,137 sla <o
sl Gusr sl et 4 Jlal gl Net-Bios s alews 4 Ldyn (ol

g (oo ooliul byg s (595 2 (Z9,5 —699)9

LFTP (ol YV &gy Geizmed ol (g0 850 G a0l & ands adly 50
S FTP o5 oo oal8 lots Olpin Sgums (o ytws L FTP 55,0 (5, 2
Upload oSel bl FTP 51 solittl b 1 ol lazloo gl iz sy

515 a5 (555 51 555 oy 31 e e 31 1) liglelil g Lo sl

Sy 53y sl Telnet Jlasl colls Cisco slo migw o2 5 53, o2
sy a5 0% 1> "Router- Telnet. PI" «, Sl S « Telnet, 23

o2litl b 1 5y, 0 (JomdS (quoyimsd ol (nl 05" o pald 1 g, & Telnet
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Gl jpas A axg b gols o a4 5 allF &8ly alls YU o oal S8 Ol
2,5 o0 S8 Wl g2y 4y S

Windows NT4 AIX 3.2
192.168.2.101 192.168.2.102 Novell Netware 5.0

192.168.1.115

ICisco Router/Switch|
192.169.1.100

Cisco 760 Series
192.168.1.101

Windows 98
192.168.1.116

Solaris 2.3 FreeBSD 3.2
192.168.2.103 192.168.2.104

Honeynet 4l ssgs s laxe (B) S5

Ogads 9 o> LSLQ U9 9 ol ools wLw‘ IP LS‘LQ U’“)‘;‘ Ao 2y Y Jj»
A2 oo slis |, HOneyD (gjlxe asiis asdly

IP Addresses Signatures Services
192.168.2.101 Windows NT 4.0 Server SP5-SP6 TCP — port 80, 137, 139
UDP - port 135, 137
192.168.2.102 AIX3.2 TCP — port 21, 80
192.168.2.103 Solaris 2.3 —2.4 TCP — port 80
192.168.2.104 FreeBSD 3.2 -4.0 TCP — port 80
192.168.1.100 Cisco I0S 11.3 -12.0(11) TCP — port 23
192.168.1.101 Cisco Router/Switch with IOS 11.2 TCP — port 23
192.168.1.115 Novell Netware 5.0 SP5 TCP — port 80
192.168.1.116 Windows 98 TCP — port 80
Default Windows 98 TCP — port 80, 22, 139
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Classification Total Alerts Signatures
Unclassified 1486 (6%) 266
Bad-unknown 9466(40%) 5
Attempted-recon 5615 (24%) 89
Web-application activity 3914 (17%) 112
Web-application attack 2641 (11%) 60
Misc-activity 125 (1%) 2
Misc-attack 14 (0%) 1
Attempted-dos 106 (0%) 6
Protocol-command-decode | 23 (0%) 1
Attempted users 21 (0%) 2
Successful admin 44(0%) 1
Attempted-admin 20 (0%) 3
Unknown 5 (0%) 1
Rpc-portmap-decode 20 (0%) 4

& 3585 el |y o i (sla g, QTS S50 05 e, o S 458 b
(o oz paizmed g Sl Dy (g0l ol ( L8 Cend 4 4 il ools ploil Al
LOgIn Ls‘)" L}"y“ )‘ ‘505 0)‘9.41 Casls S99 1S 9 CaGl ‘_SLQ g_n.u)s*u‘ )‘ oolaiul l.l <9 5

bl D92 jus 590 ol 5l

S ROOt s 5] cwas sl D5 j0 oS o8 1o aS sas oo lid algd
o Query G as ol e las sad oud olayg, S wog aSd slo e I S g
Slp Oy Sledbl 4 Wi eoliw,d Solaris sl g9, » RPCbind/Portmap
S ez ! 5l gyl ity cslgs o 1) RPC e 8 5l eolatwl L RPC gy
b loza o5 asld 510,50 O YU Comy by caiog il plonl L8 cas jo a5 assl 4y ad
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Signature Classification Total
ICMP redirect host Bad-unknown 8451 (36%)
SNMP request udp Attempted-recon 2756 (12%)
WEB-MISC Cisco 108 HTTP | Web-application attack 1270 (5%)
configuration attempt

MISC Tiny Fragments Bad-unknown 960 (4%)
STEALTH ACTIVITY (XMAS | Unclassified 736 (3%)
scan detection)

F el 0:(3) Jyuz

LS 1, (PO o) ooz JS olaws 51 7Y% sga> ICMP by yons i alos
Al oo Ol Gettle 3,5 JBB L (2SIl LIS 5l e 500 ales Sl egs cal ols (oo

09,5 »; 45 55 SNMP Request UDP (%12 sg0>) ols (0 &y el a5 (5,500 jloa
ot o aeliy (g9, p alox (golaw puzmen Cwl 0dld (gui dids (g3luil sl DI
Ll 3929 Cisco 10S (g4, oy

Port Type Occurrences Unique Alerts
80 /tcp 8633 255
161 /tcp 2950 5
/tep 960 1
162 /tep 250 3
10080 /udp 114 1
177/dp 114 1
7001 /udp 114 1
10081 /udp 114 1
31337 /udp 96 1
22 /tep 84 26
1 /tep 62 4
69/tcp 47 2
800/udp 39 1
3128/tcp 33 1
8080/tcp 24 1

Ko sl i b dmie &g 0las 1 i (10) gtz
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b oSl o) 0 b il (oS &S50 5l 08 Syl ipg Cend aloge ok 5o
HoneyD 5.05l eslizl | (192.168.2.0/24 5192.168.1.0/24) asil, 55y > b
[18:14:50] & 26-05-2003 [14:09:16] s s3g0me cye cyge3] 4l po ) 333100
aS al A S 5 4 GBans oS0 lawg it b p50l8e .l plil 27-05-2003

5,5 oo adsi LOG slo L jo ools ozg5 LB 5o

@ yaxie jlade FOV le o] jo a5 s el Jaie)d- Y2 Snort IDS algl cos ;|

D e aliSre alwd VY 4y aS Cudls 992 9,8

Total Alerts out of which Unique Alerts divided into 12 Categories

» Lg

Sl 0dls oale HLas VY Jgaz j0 atws VY oyl

Classification Total Alerts Signatures
Unclassified 342 (2%) 211
Bad-unknown 11737(62%) 4
Attempted-recon 4814 (25%) 81
‘Web-application activity 1299 (7%) 104
‘Web-application attack 664 (3%) 40
Misc-activity 151 (1%) 3
Misc-attack 1 (0%) 1
Attempted-dos 15 (0%) 5
Protocol-command-decode | 3 (0%) 1
Successful admin 6(0%) 1
Attempted-user 1 (0%) 1
Rpc-portmap-decode 3 (0%) 1

a;)f ) rJ.) oL d)}/“é—é?d&)/w (S Llwo (”)Jj»&’

by siime OMos (izmoan g Oyg Sl Sldos (90b ol (b (yg0] 4 s
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www.kaminpod.com



[ i (Sla g ol (Sl G 9l SV J 68

5 Web-Application-Activity cou clasl Vo F a5 0o (lg oo Jud amio Jgaz 0
S e ol 5l 6 )kws il o Web-Application-Attack cos cLasl f-
UDP ais (g0l olass 009 a4y 395,31 jaile ¥ 50 00 plosl (L8 &Ml 4y 4
5 DOS ales S alonil (sl Boee 5 ol wiogy 00 32,50 192.168.1.28 Lsee &

St sla CenlyP )o@ dealy 53 Bl O O3 IS 5l Sl 5 358 (oo plonil Glies 59,
ST a8 ol cpl csls azgs ] 4 b YU sla sols j0 4 Koo ope 435 S5 005 e
a5 Col gme Gl ol il eas gan atws Bad-Unknown co e jloie sgeze
aom plil 2> UDP 35 sl ans 5 ICMP cilgs jo oo plail OMes 51 (5 Lo

el 0o ools HLES VY gz o b jlaie o 5 sl 51050 O L0l 05 DOS

Signature Classification Total
ICMP redirect host Bad-unknown 6478 (34%)
MISC large UDP packets Bad-unknown 5242 (28%)
Scan Squid Proxy Attempt Attempted-recon 1061 (6%)
Scan Proxy (8080) attempt Attempted-recon 730 (4%)
SNMP request udp Attempted-recon 690 (4%)

[ES|RV-E N F1™) 310,80 0 (V) Jgo

ol wes o LS 1) e jlace S olaws 1 /YF sga> ICMP Redirect b dlo>
65 s laa w8 a8 1) T L sl 5 511 liee owile Conl 36 ale> 5l g3
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0ol 8 Loy jgym 4 S5 sl 9 g0le 18 UDP any G a5 aao o ol ol o
s sl | slesy JUT S 5l eslisnl L g DOS cely conl (Sae a1l wCensl 003
s>y 4 (Source) Taw IP w07 ons sl UDP a5 awgs sl ol 45 ol
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sl oo b s, (ol lym 2515 oal il 308 ol 5805 4 Sl pmme sl
g oot g 4y 550 dlos 4y pladl 5l LS o ools

5l das o awd (g5lesb - o0) Attempted-Recon o5 5 o Koo Jlase 4w
50 A S8l o ST aS ciS lg o0 VY 9 VY ol o VN U bl aslis

33l ool o 4w Attempted-Recong Bad-Unknown o4 ,$

O orp @l 0,95 (o0 iz & 4D 50 Ojg Sl Sl 5l ol olawi (izeen
Josz ;o aSams &l 5,8 4y jasis sla i g b lade £435 5l (6 mins Ol Wy o

O PR 43‘) 'Y

Port Type Occurrences Unique Alerts
80 /tep 7777 217
161 /tep 1375 4
3128 /tep 1062 2
8080 /tcp 731 2
1080 /tep 463 1
162 /tep 407 3
705 /tep 169 1

0 /udp 139 7
137 /udp 81 77
177 /udp 18 1
10080 /udp 17 1
10081 /udp 16 1
7001 /udp 16 1
22 /tep 14 g
69 fudp 13 2

5o sl lia b acio &g slo oyl /g (1) Sy
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o (5 com! ololis gl aSls oSl I3l olsin |, (http://Www.nessus.org)
55 o Ll 551 a5 s (aseiis Lo pdy ol (sla aiil 5o il 00,5 solial aSd 4o
oyt Sl 5 (gdaxie slo s,y ol Al 1) Bas aSs 4o Brute Force aloes> plxl
Ol smlgds g euds plmil g Coxi gla gy 5 b g 00 L sy el Sl o
oeile 4 C\>ArIVe: & v jiws S Gl B ais,S oW (BoisS o8 15 oS sas oo

g Juate gilize sla

participants tried to connect few machines to gain access to C:1> drive:
GET /scripts/..%255c../winnt/system32/cmd.exe? /c+dir+c: HTTE/1.0
GET /scripts/..%255c../winnt/system32/cmd.exe? /c+dir+c:+/s HTTP/1.0

http://192.168.1.28/scripts/..%255c. ./winnt/system32/cmd.exe? /c+dir+c:+/s
http://192.168.0.1/scripts/..%255¢c../winnt/system32/cmd.exe? /ctdirtc:+/s
http://192.168.1.28/scripts/..%255c. ./winnt/system32/cmd.exe? /c+dir+c:+/s
GET /scripts/..%255c../winnt/system32/cmd.exe? /c+dir+c:+/s HTTE/1.0

GET /scripts/..%255c../winnt/system32/cmd.exe? /c+dir+c:wwwroot+/s HTTPE/1.0
GET /scripts/..%255c../winnt/system32/cmd.exe? /c+dir+c:wwwroot+/s HTTP/1.0

RB s gy sl I )3 JBUS ES 8 oS e e i 398 LOg LU
el oo 5 on B50 ST alo ol ings JpmiS (e lygins Goybo I IS g5
2 el ol a0 aiS eald Bass oS5 slp |, Web-Server o elST o s
Web- Based sla gy plod situdly o oS o5 0 Web Server L ;L

oty anils 4 55 ol b og See 45 aST JUd e b BBgie |, (g ()

Ethereal Ldxi g 4 3% 1.10 iz

0 I pgw s al> e Jgb o Tepdump o bgs e LOg L g0

5l eslawl L S tcpdump.log.1054023963 4 tcpdump.log.1053944062
IS <ol alados Jlol wluly .o Jusw ¢ 430 Ethereal Packet Sniffer
ol 5l aS cls 959 aten VFFVA tcpdump.log. 1053944062 LG ;o oo oo
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390 igd o Jalis |, TCP gl 4y IS 3 %12.03 a5 wiog HTTP g4 5l TCP
s %37.10 550> o )] 5 45 wogs UDP gla aitey ol o azey JS 5 %44.13

S o UDP goi 5l asiiss jo ools 51 gol; ylime a5 0 (o olid ol .09y 00l sla

Ailoads 5y LS )e

ks 3l Fr o b a5l (S p S 0l pasie LOg LU i w9 g o

5] sl w).o‘s JJ) )Q C)L; U"‘ 5l ooy )|)Su },.".';‘_\.,\”

oylads b anie 51192.168.1.28 (Lo L UDP ools slo a5l (sol; jlaie @

Lad Jie (HTTP &y50) 80 & ygy 4, 3074 )y

0020
0030
0040
0050
0060
0070
0080
0090

01 1c Oc 02 00 50 1le 24 54 e6 2a 2a 2a 2a 2a 20 ..... P.§ . Wkkcik

55 44 50 20 46 6¢c 6f 6f 64 2e 20 53 65 72 76 65 UDP Floo d. Serve
72 20 73 74 72 65 73 73 20 74 65 73 74 20 2a 2a r stress test ¥
23 2a 2a 2a 2a 2a 2a 2a 20 55 44 50 20 46 6¢ 6f wuskvwuw' UDR-Flg
6f 64 2e 20 53 65 72 76 65 72 20 73 74 72 65 73 od. Serv er stres
73 20 74 65 73 74 20 2a 2a 2a 2a 2a 2a 2a 2a 2a S LEST YW NNKikhny
2a 20 55 44 50 20 46 6c 6f 6f 64 2e 20 53 65 72 % UDP F1 ood. ser
76 65 72 20 73 74 72 65 73 73 20 74 65 73 74 20 ver stre ss test

Figure 6: UDP Packet
UDP ay () S
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0000 00 Y0 27 1b Y4 3a 00 10 d/ 0Y es ad 08 00 45 00 se’ealie senaadEl
0010 00 74 2¢ 8e 40 00 80 06 S5f 12 ac 10 01 of cO a8 B N s
0020 01 1c Oc ac 00 50 80 a0 87 74 ad 62 la 88 50 18 P t.b..P.

0030 40 e8 7b 1e 00 00 47 45 54 20 2f 73 63 72 69 70 @.{...GE T /scrip
0040 74 73 2f 2e 2e 25 32 35 35 63 2e 2e 2f 77 69 6e  ts/..%25 5¢../win
0050 6e 74 2f 73 79 73 74 65 6d 33 32 2f 63 6d 64 2e nt/syste m32/cmd.
0060 65 78 65 3f 2f 63 2b 64 69 72 2b 63 3a 5¢ 77 77 exe?/c+d dr+ci\ww
0070 77 72 6f 6f 74 2b 2f 73 20 48 54 54 50 2f 31 2e  wroot+/s HTTP/1.
0080 30 0Oa 0.

Figure 7: Packet Captured showing script command used to retrieve information
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