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Introduction

The answers from this wizard will be used to calculate . l; . .. " . ‘

the hardware requirements for a single domaln. To Q9.’> ‘5090 [T WW) YA Cownd (O Jiw : S
user Accounts add multiple domalins run this wizard once par =092 2 o
Computiers domain.

Adininistration

Exchange 2000 Please enter a domalin name: A.«.aS &JS Next S99y 2 J’“"S "‘)‘5 ‘)

Paeyian com

-~

Services
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This saction will ask questions about user accounts .-
and thele properties that influence Active Directory Y .. )“.\.M l?b.." )Q . J.a.S Q)‘B ‘) asS ? ooLQM‘
Introduction performance - -

Computers 1 VQ\N y:__!hr:vt’n}‘n.l_ number of users In this domain? . !“ f S |§ Next L_Sﬂ) ); ..).a.: fo; ‘3)‘3 ‘)

Administration [201
Exchange 2000

Servic
o 2. What pescent of these users would be concurrently

active during paok hour?
100 %
3. How many additional attributes will you have per

user?
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User Accounts
1. What Is the average number of groups a user will
belong to? —. - .- .
Introduction 3 u.anL'.o 9 I 09y SMurd Comnd U"‘ )
Compauners

- . 2, How frequently do user passwords expire (In days)?
Administratior oot o . .
Exchange 'mulo €0 «Ladsl 39) Jb )é as L s 6& o) K KeY)

Services
3. What is your average logon rate per second during
peak hours?
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* ) Stelnks Computers: 0
Other Objects: U]
Servers: 1

Domain Database Size: 24 Mbytes por DC
Global Catalog Size: 24 Mbytes per GC

Default-Frst-Site

Users: 200
Domain Controllers: 0
Bridge Heads: 1
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Machines: |
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Processors: 1

Memory: 512 Mbytes VLY 0 G’L“""““‘“ I) )l_:_, S )90 )\}51 CSrw
Disk Drives:

Swek Vioven
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System Disk:
Log Disks:
Database Disks:

Network Cards: |
Send 18.34 (Kbits/aec)
Received 8.00 (Kbits/sec)
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@| Active Directory Domain Services Installation Wizard =

Welcome to the Active Directory
Domain Services Installation
Wizard

x|

This wizard helps you Install Active Directory Domain
Services (AD DS) on this server, making the server an
Active Directory domain controller. To continue, olick Next

| -
1
——

¥ Use advanced mode installation

Leam more about the additional options that are
avallable in advanced mode inatallation

More about Active Directory Domain Services

Net »

@! Active Directory Domain Services Installation Wizard

Operating System Compatibility
Improved security settings in Windows Server 2008 and Windows Server 2008 R2 L= =
affect older versions of Windows . 1 3

v Windows Server 2008 and "Windows Server 2008 R2" domain controllers have a
new more secure default for the security setting named "Allow cryptography algorthms
compatible with Windows NT 4.0." This setting prevents Microsoft Windows and
non-Microsoft SME "clients” from using wealeer NT 4.0 style cryptography algorithms
when establishing security channel sessions against Windows Server 2008 or
"Windows Server 2008 R2" domain controllers. As a result of this new default,
operations or applications that require a security channel serviced by Windows Server
2008 or "Windows Server 2008 R2" domain controllers might fail.

Platforms impacted by this change include Windows NT 4.0, as well as non-Microsoft
SMB "clients" and network-attached storage (MAS) devices that do not support
stronger cryptography algorithms. Some operations on clients nunning versions of
Windows earlier than Windows Vista with Service Pack 1 are also impacted, including
domain join operations performed by the Active Directory Migration Tool or Windows
Deployment Services.

For more information about this setting, see Knowledge Base article 542564
{http:/#go microsoft com/fwlink ?Link|d=104751).

< Back
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@! Active Directory Domain Services Installation Wizard . _’_‘J

Choose a Deployment Configurstion
You can creste s domain controller for an existing forest or for & new forest,

-

(" Exating forest

£ Bdd a damain controller to an exsting domatn

ﬂ. Lireate & new damaln n an exsting lores!

i warver will Beoare e frst damaincontrallianin tie vew doman
\ I Cypate anew domsibes ootinstead of @ new child domain
¢ Create a new domain in & new forest
< Back Next » Cancel I

@ /! Active Directory Domain Services Installation Wizard = x|

Name the Forest Root Domain
The first domain in the forest is the forest root domain, its name is also the name of |
the forest, -

P—

Type the fully qualified domain name (FQDN) of the new forest root domain,

FQDN of the forest root domair

N

Example: comp.contoso.oom

Ic:uco corm|

N

< Back Next > Cancel |

@ Active Directory Domain Services Installation Wizard

Domain NetBIOS Name
This is the name that users of earier versions of Windows will use to identify the
new domain.

The wizard generates a default NetEBIOS name. This wizard page appears only if you
have selected advanced mode or the wizard has detected a conflict with the default

name.

Either accept the name that has been generated by the wizard or type a new name and
then click Next.

Domain MetBIOS name:

< Back Cancel
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@ /| Active Directory Domain Services Installation Wizard = x|
Set Forest Functional Level |
Select the forest functional level =51
enihite
Forast functional level:
IWmdowu Server 2003 :_]
Details: \
The Windowa Server 2003 forest functional level provides all features that are -
wnv;ﬂablel In Windows 2000 forest functional level, and the following additional
features |
. Linkedvalue replication, which imp the 1of
changes to group membershipa
More efficient generation of I l 1 topologl
by the KCC.
- Forest trust, which allows organizations to easily share =
! You will be able to add only domain controllers that are running
' Windows Server 2003 or later to this forest.
More about domain and forest functional levels
< Back Nexdt > Cancel I
@ Active Directory Domain Services Installstion Wizard = ._x_j
Set Domain Functional Level |
Select the domain functional level 1) G
—tbiin
Domain functional level;
IWlndowa Server 2003 _:_I
Detalls:
Th features available st the Windows Server 2003 domain functionsl level inchide a
featurea available at the Windows Server 2000 domain functional level and the
ollowing addtional features:
" Constrained delegation, which an application an use to talke
advantage of the aacure delegation of user credentials by
means of the Ke'beros authentication protocol
lastLogon Timestamp updates: The lastLogon Timestamp attribute is
updated with the last logon time of the user or computer, and # (s -|
1 You will be able to add only domain controllers that are running
Windows Server 2003 or later to this domain.
More about domain and forent functional levals
< Back Nest > Cancel |

@ Active Directory Domain Services Installation Wizard

Additional Domain Controller Options

Select additional options for this domain contraller.
¥ DNS server
¥ Global catalog
I™ | Read-arly domain contraller (RODE]
Addttional information:

The first domain controller in a forest must be a global catalog server and
cannot be an RODC.

We recommend that you install the DNS Server service on the first domain
controller.

More about additional domain controller options

=

< Back Next >

Cancel
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Statlc 1P assignment

®n.s

This computer has at least one physical network adapter that does not have static IP address(es)
assigned to its IP Properties. If both IPv4 and IPv6 are enabled for & network adapter, both IPv4 and
IPv6 static TP addresses should be assigned to both IPv4 and IPv6 Properties of the physical network

dmnamicalh 1 1P address(es)

adapter. Such static IP address(es) assignment should be done to all the physical network adapters for

reliable Domain Mame System (DNS) operation.
Do you want to continue without assigning static IP address(es)?

<» Yes, the computer will use an IP add
(not recommended).

i by a DHCP server

ool inled ploy S Lo 4y JSo (pl jo o>
Gk 5l sl anys ¢ oS

2l o 509> &jge a4 s DHCP sy

|) Q5.>

| =» No, I will assign static IP addresses to all physical network adapters.

a5 Al (oo (S Djgo & pgd AuS

~

ore about configuring TCP/IP and DNS Client settings.

@ m

w020,S bl 1) pgs 4y 38 x|

Sy 2

43

Currently connected to:
Open
S=% Unidentified network

Taskbar g 5l IP 0,5 caw glp wos
Network 4435 5 oS SIS a6 ]

P™F Nonetwork access Ceond ool 51058 Ol |, and Sharing Center
2
Open Network and Sharing Center Network — acwsgo 590 FUN ,0 Cuilas 94>y
16:02 sy |, enter gand Sharing Center
‘ 120312 =

f-g_ Network and Sharing Center o

v

‘OO l:‘: v Netw... ~Network and Sharing ... @H Search Control Panel

Change L35 o opl o

Control Panel Home

View your basic network information and set up connections

( g 2 . seerimep | Ukl 1, adapter settings
Change adapter settiri E;-h‘ ) .l;' b ] qﬁ. v
Change advanced sharing settings WIN-54NRCOQUVP1 Unidentified network Internet 3 . Sl oy
(This computer) .;)5.“: ).QUo ST JL.: b -.\.«.5
View your active networks Connect or disconnect
Access type: No network
access
Connections: [l YMware
S Unidentified netw... Network
Public network _ Adapter VMnet1
4 VMware
Network

ﬁ Network Connections =

Adapter VMnet8

‘éO\—, |§' ~ Netw... v Network Connections ~ - @J I Search Network Connections

Organize v EE
: | ‘LocalArea Cmaﬁor( :. VMware Network Adapter VMnet1
== Network cable unplugge == Unidentified network
b4 @72 NVIDIA nForce Networking Controller @7~ VMware Virtual Ethernet Adapter for...
: & VMware Network Adapter VMnets
== Unidentified network

@7 VMware Virtual Ethernet Adapter for...

=lofx|
@j Sl o,l8 QBS%] S9y 2 IS8 el
v @

s JS5 B 0 SIS L s op
Doyl

Bl b Ll aSll Ol s 4SS

IP 0,8 cow 5l o 46,59 ail Jlesd
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! Active Directory Domain Services Installation Wizard

Location for Database. Log Rles. and SYSVOL
Specify the folders that will contain the Active Directory domain controller
database, log files, and SYSVOL.

For better performance and recoverability, store the database and log files on separate

volumes.

Database folder:
|::\mndowswms
Log files folder:
IC:\‘Mndows\NTDS

SYSVOL folder:
IC:\‘Mndows\SYSVOL

More about placing Active Directory Domain Services files

1.

g yolls

Internet Protocol Version 4 (TCP/IPv4) Properties 2]

General |

‘fou can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

" Obtain an IP address automatically
* Use the following IP address:

IP address: _.I o .1mm.1m.1
Subnet mask: *| 255, 255 . 255 . 0
Default gateway: I . . .

£ obtain DHE server address  automatizally

—(% Use the following DNS server addresses:

Preferred DMS server: I . . .
Alternate DNS server: I . . .

[~ validate settings upen exit \ Advanced. .. |

Cancel |

< Back Next =

Cancel

-11 -
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@! Active Directory Domain Services Installation Wizard

Di ¥ Services R Mode Administrator Password

The Directory Services Restore Mode Administrator account is different from the domain
Administrator accourt.

Assign a password for the Administrator account that will be used when this domain
controller is started in Directory Services Restore Mode. We recommend that you
choose a strong password.

Password: Ioooooooooo..|

Confirm password:

More about Directory Services Restore Mode password

< Back

@ Active Directory Demain Services Installation Wizard

Summary

Review your selections:
Corfigure this server as the first Active Directory domain controllerin a new forest.  a

'The new domain name is "cisco.com”. This is also the name of the new forest.
[The NetBIOS name of the domain is "CISCO".

Forest Functional Level: Windows Server 2003

Domain Functional Level: Windows Server 2003

\Site:: Default-First-Ste-Name

\Wdditional Options:

To change an option, click Back. To begin the operation, click Next.

Export settings... |

These settings can be exported to an answer file for use with
other unattended operations.
More about using an answer file

< Back Cancel

Active Directory Domain Services Installation Wizard

The wizard is configuring Active Directory Domain Services. This process can take
from a few minutes to several hours, depending on your environment and the options

that you selected.
=
i:

Waiting for DM S5 installation to finish

Cancel |

[~ Reboot on completion

-12 -
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Active Directory Administrative Center _uwig g b ,&5

o Liwgs . adly (0 (65955 010 oSTL IS Cugs 4Bl oS (2 o Cugi Yo g o) (Ll 4 a5 09>
Doz A3 S jeding ol 40 gz oS eolatwl IS sl Windows server 2008 R2 ;| &5 oS
g adle MW S y0 e Ll 4 a5 Active Directory Administrative Center ol a4 oo a8l
. asb o Windows SERVER 2008 R2 ;o > oy g

D9y g e 4 Active Directory Administrative Center l,>! ¢l p oo

Start >> Administrative Tools >> Active Directory Administrative Center

....... U9 LJ‘" 6‘?‘ Jl? )J

f E'\I\flndowsvServer'zoos R2
Administrative Center

£ 2008 Microsoft Corporation. All rights feserved.

29 ol dm JSS B oS SIS 0 )90 b 4035 (59 p JSD Bk 05l (oo el 5 S

I Actrve Directory Admmistrative Center 3 1E %

Q w |J; Acve Drectory Domsin Serces 8 oo (lcel) » O --
W 1 nagetion Nordve T o
/o Active Directory... ¢ | disco (lcal) (1) Tasks

£ | =] l o 1B [

0
& Overvies *‘“m'l Builtn -~

y || e T | o piese ’
orptey Computers Cortaner Default contsirer for upgraded computer accouts
Usars Doman Controlers Organzsborasl Unk Default contairer for domain controflers
ForsigrSecuntyPrinopels  Cortaner Defaut contairer for security identifiers (SIDs) associated wit Searth under s node
Ghoba! Search »  Infrasucture infrastructoreipdate
LestAndFours leAnsFund Defaut tonturer for crphaned cbjects Progertes
Maraged Servn Acconats  Contaner Default contmrer for mansged servcs accounts oo (hoead) A
NTDS Quotas mMUSQuataCortaner  Quots specficatons contamer >
Frogram Dats Cortainar Defaut lacabion for storage of acpiicyton dats Change domain controller
System Cortaines Buitin syctem settngs Raise the forest fusctional leved. .
Users Cortaner Defaut contairer for upgraded (oer aCCounts

Same tha domen Snctionsd e
New .
Sewth under this node

Propecties

« | i
Buittin v

Object dems:  DulnDormain Modfed:  03/12/2013 04:00 s
Descrigbon:

Current User: CISC0ASTerstrener
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Tasks

7 queries > |l ~|@®

-
i

)UQTQSMauI%pﬁ)U@MIp@mP

S35 2 9% 5 MW (55, 5 JS5 &b 5 ol sl ¢ oS

QS SIS User

Computer
Group

oo InetOrgPerson

Us:
d objects _\

d service accounts
:
f application data.

d user accounts

Properties

cisco (local) -~

Change domain controller
Raise the ferest functional level...

Raise the domain functional leve...

MNew 3

= Create User: ali mohamadi

Q) Create User: ali mohamadi

Account Account O®@
j AN | et pame: [ali Account expiras: & Never B
Member Of Middle initials: | € Endof |
Profile Last name: I mohamadi = Toptions: 7~
Full name: I ali mohamadi (" User must change password at next log on
% Other password options
User UPN logon: I ali e I cisco.com j [~ smart card is required for interactive log on
User SamAccountMame logon: I cisco Y I ali [ Passwiard never expires
[/ User cannot change password
Password: I rrrree— Encryption options: A
Confirm password: I FrrvTTTT— [¥ store password using reversible encryption
- (" Use Kerberos DES encryption types for this account
Create in: CN=Builin,DC=cisco,DC=com Change... | 1 (3 Other encryption options
[~ Protect from accidental deletion [~ This account supports Kerberos AES 128 bit encryption
[¥ This account supports Kerberos AES 256 bit encryption 5
Other options: A
[~ Account is sensitive and cannot be delegated
[ Do not require Kerberos pre-authentication
Log on hours...  Log on to... | 2
| Organization ®»® |
| Member Of ®® |
| Profile lcIc)
() Modified: <Not Set>

o< |

‘Cancel
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" The following computers dd uMﬁo a ULAM 6L® )les ﬁl’“ b )4)15
I Li = ml of . & S & .
Compuher'sNe(tBIOS):}rDomain M‘ﬁ" & P9° d‘*’): ‘-"L’L"J l" L‘ Ogm ¢)‘5 [Lamsareed
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o e — Rename oS ol RUN o g o0l V jeaig o)l

Sues Lis 1) Enter oS’ ax This Computer

System Properties

Computer Name | Hardware | Advanced | System Protection | Remote |

—

Ebh Windows uses the following information to identify your computer
=  onthe network.

Computer description: |

Faor example; "Kitchen Computer” or "Mary's
Computer”.

Full computer name: WIN-INMFPVFRGQSP
Warkegroup: WORKGROUP

To use a wizard to join a domain or workgroup, click
Network 1D, Network 1D...
To rename this computer or change its domain or
workgroup, click Change. et

[ ok ][ cance |[ oy




Computer Mame/Domain Changes

You can change the name and the membership of this i f""”j diyla 1, 093 ‘309 b ol ceand ol yo
computer. Changes might affect access to network resources. - 09 98T o f o o
Mare information

Compter name: el 9 oS bl |, Domain 4. ;5 Member of
WIN-INMFPVFRQSP

Full computer name: Dgl )-‘Z’UD ») JSwJ b oS 0)‘3 ‘) Sg5 ya0gd
WIN-INMFPVFRQSP — .
Windows Securmy i E
[ore .. Computer Name/Domain \':‘\:‘“}-.‘E
Enter the name and pasaword of 3n account with permissan o jon the
Member of deman,
@ Domain:
ciscol | | sdminztistor
_ “ sesesssecens
() Worcgroup: : Demam cuco
WORKGROUP
oL | Coanced
OK Cancel . . .
[ J 29 S olg 1) ye e (Lol jeue 30, 5 605 L
1
RV Wigle QP
‘CompuuNmoolengx @ FLY ‘.m.\.».u é—"‘j-" Error U'i‘ L’ ok » &:.15 L: o
‘e Thee follewing ermor cocurred attempting to jein the doman '0%co ip QQ; - cé}A )o 45 - ‘ C)—’.‘ OJ.IGB 4-3 C)—,"

An sttempt to resolve the DNS name of 2 doman controlier i the
demain beng joined has failed. Plesse venfy this clent is cenfigured to

reach s DINS server that can resohe DNS names in the target doman )O d)l) 3 M‘s&f Gll} ‘) DNS Server Wﬁ

Forinformation sbout network troubleshootng, see Windows Help.

Dns 4 U oS o,lg 1) jopm 1P cad (4l
5 5 ol Glp wes 05 Late Server

s ol 1y

=

N9 R OF 9GO R e A
Control Panel\Network and Internet\Network Connections

‘_ENL:: Network and Sharing Center - :J_C_l_lﬁl

‘\ }O I:‘: v Netw... ~Network and Sharing ... N @l Search Control Panel

Control Panel Home View your basic network information and set up connections

| . b - See full
Change adapter setﬁn( EA\ a A X Q“u R

e

Change advanced sharing settings WIN-54NRCOQUVP1 Unidentified network Internet
(This computer)
View your active networks Connect or disconnect

QS bl S s.b |, Change adapter setting a5
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:. Local Area Connection ‘
S~

Network 3
@22 Intel(R) PRO/1000 MT Network C J
7 - ) o 7“’:," Disable
Status
Diagnose

‘?:" Bridge Connections
Create Shortcut
Delete

“"y" Rename

‘_‘:,‘ Properties

,“. Local Area Connection Properties @

Metwarking

Connect using:

l_-? Intel{R) PRO/1000 MT Metwork Connection

This connection uses the following tems:

0% Client for Microsoft Networks
gGOS Packet Scheduler

gFile and Printer Sharing for Microsoft Networks
A

Intemet Protocol Version & {TCP/IPvE)
+ e —— Iy
wda Link-Layer Topology Discovery Mapper /0 Driver
<& Link-Layer Topology Discovery Responder

@
o

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

0K H Cancel ]

Internet Protocol Version 4 (TCP/IPv4) Properties IEI

General

‘fou can get IP settings assigned automatically if vour network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically

{@ Use the following IP address:

IP address: 192 . 168 . 253 . 13
Subnet mask: 255 .255.255. 0
Default gateway: 192 . 188 , 253, i2 <

Obtain DNS server address automatically
(@ Use the following DNS server addresses:

Preferred DNS server: 192 . 188 . 253 . 12 *—

Alternate DNS server:

[ validate settings upon exit

} ok [ cancel |

w‘)w)j)mbw&wu)wds)f

IS B oS’ ol |, Properties a5 00,5

098 ,olls ;5

|, Properties 4 oS ool |, i o)90 an3S

Command o kb &jge 4 dNS 0,5 Co sl
:0S solawl 5w 5 Prompt
Netsh interface ipv4 add dnsserver
name=local area connection
address=192.168.253.12 index=1
SH Ll Lo ool ailligs 30,8 SO, LA ewd o
e O)l5 ol 0591 ey (sl A g 1) 095 4D

QS eolawl ipeonfig jgiws

IP syl j13 s a5 ol Caand jo Ceond ol o
AS SAS 0K (59, w9 0SS5 1) 595 59
28 OK g oS 8)lg (pegs Ceomd 0 1y 3o, 0,bgo
D9 (a9 ge joaing U

Computer Name/Demain Changes (==

ho,l Welcome to the cisco domain,

9 00l ey gac jeding plaw (pl b alaxd (pl o

28 Ol (6, 1) Fgeals OK Sl oy

-20-




mod ¥ jeaig Oly (megd Gk | eeelst o Y
S b awss” SIS Switch User (g, » JSo Gub

098 ,olls ;5

oS LS Other User (g4, p» JSo ool jo

2y polls aay S5 L
P e B8 L jsb les Ceond yl o
28 )8 b g oad Jate (regs 4 S5
o ookl 8959 sl oS obml S8 Ceed

Contral Panel Mome

& Device Manages
% Remate settings

& Sntem protecce

W Adoanced e st Sysem
Reting Savtemn rating u vot svmlalie
Frocesssn AMD Athien it 5200 Dost-Cere Processer 173 GHz
g O S w]) S |V|y com puter 9y foatalled menary RAMK 100 G2
- - : Sortem type 124t Opecating System
Pen ang Touch: N Pen or Touch Inpt is pvslable for tha Dupls;

I b oass ol | Properties oS

Computer neme. domesm and werdegroup 1etsngy
Compurer name WN-NMEP\FRYS W Change sen
oAl yattie Cwowwd O Ogw ),dsUa JJLO.A Full comptar narme FINNMFPASRISD. cisce.com

Compiter descrphon

.J.:.;S <? OMLM.».A ‘) ).LSJ 0)9_9 O_:_Ajo ¢ Demain CHCo.com l

Windoet sctivation

(™3

Acticn Tenter
Windons is activated

Prodoct ID: (0426, CEM-2202662 20006

Windzas Uzdete

Festormance Information and
Toolk

Bfa 0=




olop s @5k p skl
1S solatwl Command Promet o 55 b jd 5l oS sl )5 S gy a5l (610

Net user mohamad * /add
255 ENtEr olojd csibss il ans « 0ms 53 1y 055 S ol alss oo sams sl 4 lojb ol 5o
Enter o oS 1S5 1) 5 0m0 0,lgs oS ENLEr 5,5 o)l 1) 0)5ms Slo> co 0 ygmm Lo 3| am

WS Az g g JSS 4es)S sbml )5 SO Sole aed 4 g 0 0S

Administrator: Command Prompt oy ] [

Microzoft Windows [Uersion 6.1.76081
Copyright <(c> 2887 Microsoft Corporation. All rights reserved.

C:xUsers~Administrator*net user mohamad * ~sadd
Type a password for the user:

Retype the password to confirm:

The command completed successfully.

C:\Users“Administrator>_

109, ) yoeo A QT odalive gl g oo dbul bo YL pgai ,o
Start >> Administrative Tools >> Active Directory User And Computers

JSD 30 alS (oo odmlive |y daze oS e ol @) (285 )l o

B Active Dervectory sers and Computens — =100 x]

Fis Adten Yew Hp

M workstatore end eeror
Al domain cortroliess & th
Al domuer Quasy®s

A doman users

Owogreted advesy atirs
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Net group sale /add
QS soliiwl Koo el 5810 Gl a4 allg o oo e 5 090 oo Sl SAlE 05,5 jgiws pl L

Administrator: Command Prompt

C:“Users“Administrator>net group sale ~add
The command completed successfully.

C:~Users~Administrator>

A oaaline 1y ol o U5 50 wlys oo Lo g 00l sl 09,8 YU JSC3 o

_iBix
File Acton View Help
& |2Elda Xz HE a7k
: Active Directory Users and Comput | Name | Type | Description :I
_| Saved Queries ¥2 Domain Cont... Security Group - Global All domain controllers
[l 5 dsco.com t"'r?,Dumain Guests  Security Group - Global all domain guests
| Builtin 42 Domain Users  Security Group - Global All domain users
| Computers E;?,Enterprise A... Security Group - Universal Designated administrz
= Dum..ain Cu:untrlnller.s ] t"'r":,Enterprise R... Security Group - Universal Members of this group
1] FDFEIgnSEL'LIrIt.y'F'I'II'lCIDaE .2_; farshid User
| Managed Service Accounts ﬂ,GrDup Policy ... Security Group - Global Members in this group
a % 24 Guest User Built-in account for gu
_2_;, moharnad User
t"r?':,Netu\'urking Security Group - Global
ﬂ,RAS and IAS ... Security Group - Domain Local Servers in this group ¢
S;?,Read -only D... Security Group - Global Members of this groug
E!Jsale Security Group - Global
t’lﬁ:,samancd Security Group - Global
ﬂ,sdwema Admins  Security Group - Universal Designated administre—
-
RV | il

Sbml Gloj e Djgo |y )5 pais ealys o Ol jgiws (I b ez ¢ ma e I 465 A i
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S oolaiwl 3 gt 5l Organizational unit e b Slojle 09,5 ol sl

Dsadd ou ou=it,dc=cisco,dc=com

oslizul wlsi (o S0 ol 31 Tt 09,5 (slr @ o Lo 095 (n sl Tt Slasl 09,5 WU jms (sl L

2S5 09 ol

AA.AS oolazw! ).:) )93_,..:0 )| Lg);)lf 09; QL?U‘ LS‘)"

Dsadd group cn=it-manage,ou=it,dc=cisco,dc=com

L35 go dbul I-Manage )5 5,8 j5ws (ol b >

Administrator: G\Windows\system32\cmd.exe o | EI| 5[

GC:nrdsadd ou ou=it.dc=cisco.dc=com u-lhjtni 03; fosr e E

dsadd succeeded:ou=it.dc=cisco.dc=com

C:~>dsadd group cn=it—manage,ou=it.dc=cisco.dc=com o,
dsadd succeeded:cn=it—manage.ou=it.dc=cisco.dc=com ‘SJ.IJU 03; a9
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B Actree Owectary Users and Computers =10 xj
Me  Action  View ab
o h ’ ’ u
|2 » tiame Type | Dwmrgiten
| & T y— becir =

[.._,
l -




29,0 (i ol
S ok pl @y Y Canlond obml (lojlo 5 (62)15 09,5 005 (o0 ovalie Vb JS2 j0 j9hailen

S gy 35l )8 etz a5 S5 ole Glesle (sl ey Gl oS Slml (ley SO p0 g, )5 (i
S (58 E9XD (R (2295
Algs oo g 00,5 oolel Lais gl aS EXCEl L6 G g 0,10 L5 Microsoft excel 1331 o 5 4 IS 5,5 (sl

IRVEL BRIV H VRS G0N I

http://s2.picofile.com/file/7338473545/multi users.xls.html

g ol 5y JSo B oS Ll | o b oglils 51 o

sl 1) gloslu 09,5 5 (650,15 09,5 (s 2l ools plail Cds @ o, YU sla )5 Wb IS ol ol 51 L3
w223 oo oy b ay ) Excel J31s o g ples Yl Gy awil 00,

b oS o)l 1) ojleds opl Wb i ¢ 0uS o4l ojlads <SG olyer 4y 1) 055 oI5 a6 b Cead ol jo
g Sl ojleds gubo wilel oo iy )8

PR - e

v 7 — =CC|;NCATENATE{"dsadd usercn=":A2:",ol:u;:it,dc:cisco,dc:com"} |) 6},)[5 ‘a[_; J5ed b Cod u_,] 4o
|dsadd user cn=it01 ou=it dc=cisco,dc=com | -upn it01@cisco.com  -display it0 NVESVR Ji.., 4 as )EJQ_;LO_Q RVELY 0)‘3

A
S5 S b B g (59, 10 ST

sanlive Iy ol jgiws FX cond jo ausS

=CONCATENATE("dsadd user cn=";A2;",ou=it,dc=cisco,dc=com")

02055 3)lg A (g ;0 a5 0,5 o )8 25 pU B g 0 A2 (gl 4y pgws Gl o

-25-

irl



http://s2.picofile.com/file/7338473545/multi_users.xls.html

1€ g

PR . a wrrage e

J« | =CONCATENATE(" -upn ";A2;" @cisco.com") =

B C 0 Slp aS 0,5 (o 8 505 el cwnd pl o
By AT YL ‘Diapla‘_f A2 s a o < CJ"‘ Yy ] ﬁ}y 5555
1, ou=it,dc=cisco,dc=com| -upn itl1@cisco.com !-display o -

? SANERUCE N

L)““)P C,JIS‘).) wLoJ LE‘)'.’ b)j‘so)‘ﬁ ).3)[5 p.u." W"SL)"‘ o

ooliiwl (6,550 5ygmn 5l TTO0ABLIS sl @ wilg o 45 aiS 3)lg 15 095 1)l 5 jgmm Wb Cond ol jo

Dgu Oyl 0l Dygo A b O gun 45 Ail alils d> gy Jagd L oS

olgzds ay 1) 595 jaue jo, Wb gy 5l )5 a5 wil o jelaie cpl 4 @l 1,8 YES o5 cuald ol o

AR s Sg>

S5 pbSUsernamesS s> 4 joxws cnl 10 0 80y |y 093 KB amio w0l Wb Ceond opl )

-hmdir \\cisco\home\Susernames . s,.%x |3 L
H s
il o led Lol g5 00iiS s
H g
oS Syls 1y lS by s eydT asls Cennd ol o
-profile \\cisco\profiles\Susername$

Ded oo il ol I8 A Hgtw 0 aS 5,5 sb Username sl> 4 cwond opl jo

-26-




H oy

Sl L8 Cand 10 (0 a5 (29,5 led s 0S5 a5 5550 09,5 gac 1) (1105 05 5 b cend (pl (o
G Oy & S 055 ols 09,3 e IS 514 il atils axg5 Las . it-manage oL 4 0,5

39 oo Jlb it pp
-memberof cn=it-manage,ou=it,dc=cisco,dc=com

QS 0y 1) 0g5 09,5 it-Manage o9,5 sl 4 Wb jgiws ol yo

a2 ol 1y 15 6l LIS IS ol elys e oS Sl les o ssb |y )5 Ve e eplss e Yo g

Fasie v KOS 5y~ - === = = = : - &y « o
5  Format Painter B I U 3 o A SE==E|tEEE 2 Merge & Center Y Y%
Clipboard = Font " Alignment ‘ Number
A2 v S | itol
A | B Cc D E
T 2] . - : « 5 T 7= “ =
Easl s HS calu ptn p Sa), SERTRE TS Display Ry 20 st
2 |ito1 ldsadd user cn=it01,ou=it.dc=cisco.dc=com -upn it01@cisco.com -display it01 -pwd it0048ti5 -mustc
3
4 +
5 Eﬁ On-Screen Keyboard

6

o %] ] .-.B..!

8

5 | MBS . N

; -ﬂ.a.....ﬂﬂ@.

e JafsQdfffo]p i kI 117 I

13

ot e e fvpfnml T I PP
i N 0 8l

18

cosS Gl ] Glg dgpd gt 4 am w e &K 1) cded oS g oS bkl | A2 gt S0 ub
25 IS5 e

|, oo el a5 L 350 disS S ek dmy 030,8 liil |, ledll S 0S o simlive a5 jghailan
25 UK aile . 958 sl )5 Ve e b 0ty ey Conns 4 ogle b

-27-




I I EIERE e et S ORY (S Ve S T
[ e ]

n°=Q‘n‘:

fowe et Tagelmmat Pemules  Date  Relew  View  sdsie
L . A = . .| o=, . s ; - B X satosen -
._‘: s o 10+ AN -l @ e ST Generat rj ‘ 5 ? 3‘ “lr] Fru- 9! m
o B TN R LU S NAEET KRR SMmpencmin- -4 o WA oo A St ret W agmoglls el et [ 9 Sl
Ohsune » ot 5 wrgtmmenm . e » Seyhes Cet Lemng
| 8123 .- L ™
al = ;] _ | C (1] E F = a = I 1 5!
l) .m d3add wser ot /2, ount doTCisce, ocrcom upn tTA8aicocom  dispioy R72  pwd M004818  musthpws yes hmde Yescathome'Susemamel  dmavC prothe bbxW'&um.w.
a3 deadd syer coeitTd oust descives descom o AT3@GM0 com  dinpley 877 -ped 1DAE  musichped yes himde YeiscoihomeSosemamel  dmdv G profle Uoscoprofley' Sasemam |
15 nr4 dsadd eaer oet4 oust do=cisce deroam upn ¢M4@osco com  duplay 174 ped 004AE mustchoed yes hmde VeocohameSusemameS  dmdv C  prathe Vosco'\podes'Sesemam
6 75 deadd weer coen 75 ouet doscitce doscom upn 475@cico com  Splay 075 -ped DM mystchpes yes Hhimde VencolhameSesemameS  dmdvC  -profle Uosco\profies'Susemmn) ,'
LeAlh dsadd woer co=i)E ousk do=Cisce doToem upn £76@sco com  display B7E  pwd n004AS mustchpes yes hmde Vciscolhama'SusemameS  dmdv & - profhe Uoscoproiies'Sesemam|
W77 deadd wer cnet 77 oust dosciscs descom -upn 4T7@0scocom  dnplay N77  -pwd ADMNE  -mustchpwd yes hmdr Yencolhame\Susemame$  dmdvC  -profle Vosco'profies Seseman) -}
78 478 dsadd user Co=itTE U=k doTCiace doscom upn ETB@GNCo com  Suplay BTE  pwd N0043NE mustchped yas hmdr YencothameSusemameS  dmdvC ot Ucsco\profies'Sesemam)
40 7 dsadd eser cren 19 o=t dossince dewosm -upn 1TA@0co com  dinplay 179 -pad NIMANE -mustchpes yes hinde VencothomeiSesemame$  dmdv T -profle loecoigro®iasiSeusemam) J
#1180 45204 woer CA=itB), ou=k dc=cisco dc=cam -upo 20RO com REQ  ped NDO43NHE .mustchpwd yes Nmdr VencrhameSessmames  dmdvC profis Muommnwt‘
421061 dsadd wser crentB1 ou=t do=cince domcom upn ti1@orcocom  cispiay AEY  -ped M0MASS -mustchoed yes hmde VcicathomeiSuzermamed  dmdv G -profle "nxwmﬁas-kmmnw:!
43 aez 45280 waer COmNBR (UL IC=CiSCe Oc=Com Upn 132Bcscocom  Ssplay 552 -pwd ROG4ANE -mustchped es himde VeiscolhemeiSesemameS  dmdy C ool Uoise Ay {
AL ng) dsadd wser crerif).ou=t do=cisco dewcom -upn #33Goscocom  dnplay aK)  pwd 004S  -mustchpwd yes hmdr Vciscalhome\Sosermame$  omdv G -profle Uosco\profes'$useman)
45 184 d5acd woer ON=IBY ou=g de=gisce Bo=cam Upn E4@ciscocon  Shpay 534 pwd 1D043E  mustchows yas hmde Yeistolbema'Sessmames  dmdvC  proble Toscogrofies'\Seaaman
46 165 0323 wser crenBi cu~t dewcisce demcom upn tiE@nscocom  dplay KBS pwd 0040 -mustchowd yes hmde \ciscothame\Susemame$  dmavC  -profle Uosco'proflesiSusemam) 5:
a7 nps deadd usaf CH=itB5 (U=E de=Cisce oe=com -upn I36@GCO Com  Jupiay BEE  -pwtd 1D04ANE musichpes pes Nimde Vciscohama\Susememes  demdv C proble Uosco\proSies \Sesem e -“
s i dsasd eser coeitb7 ou=t dovcisca dovoom upn tiT@citcocom  dipay aET  pwd A4S -musichoes yes hmir ciscothome'Sesemamed  dmavC protle Yosco\profes Susemam|
89 3 deatd whir Cn=itB3 oust de=Cisce dcseom -upn (BB@GACo com  Siplay RES  -pwd 100436 -mustchped yas Hinde YciscolbameSusemames  tmdv C proble Usisco'proles'Susemam
!0 nes deadd wser ot oumk doscisce devcem upn ti%@oeco com  dnplay a8 ped 10M4S mustchpes yes hmde Yencothome'SusemameS  tmdy C - profle Yosco\proes' Sesemam,|
51 dsadd vam co=n30 sk dezeiscs ocsoem -upn 190QGsco com  Supiay 150 -ped AUMGIS usichond pas Hinde VencolhemwScasmamsS  dendv C ol Uosco\rolies'Susamen)
282 a9 dsacd wser cnit9) cumk domcisce dorosm cupn 918 cisco com  disphay 121 pwd OM4SS mustchpwd yes hmar Yesco'hame'Sesemames  dmdv G -proble Uosco'profes'Susemam)
93 wm deadd cher ensd T2 ouat descince descam upn 192@0sco com  dnplay 197 pwd HO0AANSE  musichped pes hrde VemeathomeiSesemumes  dmdv T proble Uosca'gofies ' Sosemen,
8¢ 9 dsadd vaer o), oume domcisce domcom . -upn t9%@cscocom  deplay 15 ped nD04SIS mustchowd yes hmde Ycocoheme'SusemameS  dmdvC profle Yosco\profies' Suasmam
95 deadd oaw cositiM oyse doscice descam upn AH@osco com  dinpley BN pwd A00MANGE  -mustchped yon hindy YemcothamwiSasermame$  dmdvC  -prafile osco'grofies'Scsenman
86 195 d3a0d waer comitS ount descisce doroem. upo £35Bcicocom  Gnplay B35 pwd 10043E .mustchped yes hmdr Yeiscotheome'Ssoemames  dmdv C prollle Vosco\profies Sisemam
97 |95 daatd wner Cret 95 oust doscince descamn -upn 6@ cco com  dnplay £56  -pad A004IES  -musichped yes hmde VeweathemiSasemame$  dmdvC  -profle t‘a«owﬁb-‘&um
,_u_us: 45204 wsar crenST U=k doTCiace do=cam -upn &97@CCo com  dplay RST  pwd HOO4BNE mustchpwd yas hmde YcacehomSusemames  dmav C pralhe Yosc S
9 g dyadd user et i3 oust doscinca descom: -upn 29EGcisco com  doplay 158 -pwd AIGANS -muntchped yes hmde YccolhomeiSusemame$  tmdv C -profle Vosco\profiey'Seseman)
108 el 0520d w3dr CH=tS3 QUL ACTCISCo, OC=oom upn ESNJGECO Com  dispiay 132 .pad 1D043NE .mustchows yes hmar Vciscolhema'Sesemames  tmdvC  prath Uoscopotios'Sosemanm)
1011150 ‘\ daadd wer ot 100 ousst.de “Gisco dcacon -upn 1100@csco. com display 1100 pwd A0049LS  -mustchpset yos hmde YoncolnmeSusemameS  dmdvC  -profle t‘cwdvtim\anmng
103 .
AR Addfinee | Firebe Stk Gt G e Wﬁ R
Moy i ZD =] T R —

s sl s

Wl Caand ol o ¢ o)l JISE] ws ailol Sy a8 sl BY e e g 8 andl p0,8 slml 1y S Vo) e

..L.»Sul?:.u“ Hlde‘\,.,;soo;w\ sS...lSA QWQSS) MS‘.SQ.?LA‘ Auj.».w

Sl S8 b | B2 gt a3 e A psi s

| " i Jx | =LUNUAIENAIE| 0530
B | C
s st € 3l ‘J‘_u_;.-_-;‘,_)-_l.-j‘_gjlsfb 9.0.»& M 9 \AJ ‘t) 4&’ Ja.ls Ao &5) )J Shlft J.utS

dsadd user cn=it01,ou=it. dc=cisco dc=c0n_1! -upn it01@cisco.c
dsadd user cn=it02,ou=it,dc=cisco,dc=com -upn it02@cisco.c
dsadd user cn=it03,ou=it,dc=cisco,dc=com -upn it03@cisco.c
dsadd user cn=it04,ou=it,dc=cisco,dc=com -upn it04@cisco.c
dsadd user cn=it05,ou=it,dc=cisco,dc=com -upn it05@cisco.c
dsadd user cn=it06,ou=it,dc=cisco,dc=com -upn it0G@cisco.c
dsadd user cn=it07 ou=it,dc=cisco,dc=com -upn it0T@cisco.c
dsadd user cn=it08,ou=it,dc=cisco.dc=com -upn it0G@cisco.c
dsadd user cn=it09,ou=it,dc=cisco,dc=com -upn it09@cisco.c
d=zadd near fn=itAN An=it dre=risen de=enm coinn I cisrn r

5 00,5 Cewl, SIS amy 0S Clesl IS b 1, J101
a8 eolawl ctrl+ ¢ 5l oS s> a4 b ooy 1, copy

"
ol o

|-
B

a7 S | I ¥ ] "9 | : |
Edaphay 175 ped KOOSHE annchpwd e ety toscobonBasemarnd  Nodn G ookl oot westies Sosamanel  mermbenol Cosimunige, e BCSTICe doSoam
T Gaply 1% pwd I00INS ausichped yes A TCThoT SIS hrn G prote lcascoiperies 'S A Mg LT AT AGE BEmoa
| daptey 17 ped 200008 ruvichpwd yer s (cacchonedatarand  AmdnC proble Uencaigesfies Susemared terc e ceied, Soecimos deecan
haply TR :m Anwchpad you ede OSsCO ISl hedn C ookl Do prtivsdusamane "ol ¢ e U BCTEad 400
AMaplyy iy 1004n3 ot R e C prohle NoncyigrotlesiSeoamaned  memhanod CrS-MaTIpE Wt BCACACY AT
jm-ﬂ -pand 004865 cypwed yw amds il e O qrokle Ucncsigaiias Suseraned d P st Scecinsa doscam
| daphry | 003 munoypwd ye ey (GrcotoTwdireramad  wedn C prede AreiSummy - manage. ot Sochos demcam
d il v By e oo et L g et ) anspitnayypezar
ooy 1 g 4003 s yo e TR b TS i . -froble Sumwraned -smerrbect g 1t e A
T dapkey 03 pend machpd e Aande SoscobundBusamened  hednC prelle $ (Crsitmunape wist fosciace doscam
O gk 08 ped 100SNS srunthpwd yed At Godcohone Buserared et O -proble Ui o o CHea man Seating decam
1 aph 3R el R004BS erusmichped o A GO BIAMITHS  ARdn G prokle Ticieca\peolae Sucemanel  membonet pe. 008, BC=Chior ¢
3*';....."3 :mwz e 1 Anin G, orikl Vemcagulbesit 3 g R Gesrs descan
3} Gaglay ik X escetberw Gaserrannd. $  -cvembund o ....;‘ ""‘.4."'
c}mgm “ped H00ATS T P yes Amde toecotomeSasemamed  hedn G rokie ! . manage, ok, fecnoa demoam
& daplay AODANNE rusichped Sete noscolbomedebarraned  hedw G ook UenodoeoliesSunemanad - meodwol ST AgE S BCSCho dtstee
T daply 9 et HOOSIE TumicHped yeu At tOMO T SaseTaTeS I G ok UCnor o e R SusaTanel - Tembarl OTeI TAgE. (k. BCMT0a SCPCe
£ daptyptd]  ped ¢0AS ruvichpwd yes hedy toseohomwidimramel  hmdn (. proble s s il P8, CueL, S deecae
%m: L:mw’. e » uug' Dot i geadtes Sum mm
Teiecr hom S eramed. ¢ -t e Ut
V1 _chabes 4180 ot 400U _rusvichme z rds icscohorwbanrmrd ey & trobis Usmes orses Susemart Wmm*
2




5 JSi asile 0SS notepad  J3ls 1) T wledbl S bl 5l om

Limtitect - Motwpadd 5 Y ‘5 “ .S
e B Fowm Vew ey
dsadd user cn=1t68,ou=1t,dc=cisco,dc=com ~upn 1t688cisco.com -display it68 -pwd 1t004Bt3iS -mustchpwd yes
dsadd user en=1t69,ou=it dc=cisco,de=com -upn 1t6989cisco.com -display 1t69 -pwd 1t004824S -npustchpwd yes
dsadd user cn=it70,ou=it,dcecisco,dce=com ~upn 1t708cisco.com -display it7 “pwd 1t0048ti8 -mustchpwd yes
dsadd user cn=it7l,cu=it,dc=cisco,dc=com -upn 1t718cisco.com ~display it71 -pwd it0048¢3S -mustchpwd yes
dsadd user cn=it72,cu=it dc=cisco,dc=com -upn it728cisco.com -display it72 -pwd 1t0048t3iS -mustchpwd yes
dsadd user cn=it?3,ou=it,dc=cisco,dc=com -upn 1t73@cisco.com ~display 1t73  <pwd 1t0048tiS -mustchpwd yes
sadd user cn=it74 ou=it,dc=cisco,dc=com -upn 1t748¢isco.com ~display it74 ~-pwd it0048t3i§ ~-mustchpwd yes
dsadd user cn=it75,ou=1t, dc=cisco,dc=com -upn it758cisco.com -display t75 -pwd itOD4BtiS -mustchpwd yes
dsadd user cn=1t76,ou=1t, dc=cisco,dc=com -upn 1t768cisco.com -display 1t76 -pwd 1t0048tiS -mustchpwd yes
dsadd user cneit?7,ousit,dcecisco,dcscom ~upn 1t778cisco.com ~display 1t77 ~pwd it0048tiS -mustchpwd yes
dsadd user cn=1t78,ou=it,dc=cisco,dc=com -upn it788cisco.com -display t78 -pwé itD04BtiS -mustchpwd yes
dsadd user en=1t79,cu=it, de=cisco,de=com -upn 1t79%8cisco.com -display 1t79  -pwd 1t0048tiS -mustchpwd yes
dsadd user cnwit80,oumit,dcwcisco,dcncom ~upn 1t808cisco.com ~display 1t80 -pwd 1t0048t1§ -mustchpwd yes
dsadd user cn=it8l, ou=it,dc=cisco,dc=com -upn it8l8cisco.com -display it81 -pwd it004BtiS -nmustchpwd yes
dsadd user en=1t82, ou=it de=cisco,de=com -upn 1t828cisco.com -display 1t82 -pwd 1tOD48tiS -mustchpwd yes
dsadd user cn=it8§3, cumit,dcecisco,dcecom -upn 1t838cisco.com ~display 1t83 -pwd 1t0048tiS -mustchpwd yes
sadd user cn=it84 ou=it,dc=cisco,dc=com -upn t848cisco.com ~-display 1t84 -pwd i1t0048t3iS -mustchpwd yes
dsadd user cn=1t85, ou=it de=cisco,dec=com -upn 1t858cisco.com -display 1t85 -pwd 1t0048t1S -nmustchpwd yes
dsadd user cn=1t86,0u=it, dc=cisco,dc=com ~upn 1t868cisco.com ~display it86 -pwd 1t0048t18 -mustchpwd yes
dsadd user cn=it87,cu=it,dc=cisco,dc=com ~upn 1t878cisco.com ~display 1t87 -pwd 1t0048tiS -mustchpwd yes
dsadd user cn=it88,ou=it dc=cisco,dc=com -upn it888cisco.com -display t88 -pwd it0D48tiS -nustchpwd yes
dsadd user cn=1t89,ou=it,dc=cisco, dc=com ~upn 1t8989cisco.com ~display 1t89 -pwd 1t0048tiS -nmustchpwd yes
dsadd user cn=it30,ou=it,dcescisco,dcscom ~upn 1t908cisco.com ~display i1t90 -pwd 1t0048tiS -mustchpwd yes
dsadd user cn=it91,o0u=it,dc=cisco,dc=com -upn 1t918cisco.com -display t91 -pwd 1t0048t3iS -mustchpwd yes

dsadd user en=1t92, ou=

t,dec=cisco,de=com -upn 1t928cisco.com -display 1192 -pwd 1t0048t4S -nustchpwd yes

dsadd user cneit93,cusit,dcwcisco,dc=com -upn 1t938cisco.com ~display 1t93 -pwd 1t0048t3iS -mustchpwd yes
dsadd user cn=it34 ou=it,dc=cisco,dc=com -upn it94@cisce.com ~display it94 -pwd it0048tiS -mustchpwd yes
dsadd user en=1t95 ou=it, de=cisco,dec=com -upn 1t958cisco.com -display 1195 -pwd 1t0048t4S -mustchpwd yes
dsadd user cne=it36,cu=it,dcecisco,dcecom -upn 1t96&cisco.com ~display 1t96 -pwd 1t0048tiS -mustchpwd yes
dsadd user cn=it97,cu=1t,dc=cisco,dc=com -upn 1t978¢isco.com -display 1t97 -pwd it0048t3iS -mustchpwd yes
dsadd user cn=1t98 cu=it,dc=cisco,dc=com -upn 1t988cisco.com -display 1198 -pwd 1t0048t4S -nustchpwd yes
dsadd user cn=1t39,cu=i1t,dcecisco,dc=com ~upn 1t998cisco.com ~display 1t99 ~pwd 1t0048tiS -mustchpwd yes
dsadd user cn=itl00,ou=it,dc=cisco,dc=scom ~upn 1ti008cisco,com -display 1t100 -pwd t0048ti§S -mustchpwd yes

ausel
P -—

3,5 1, pause yews 5 31 0 5 00,5 S Notepad Jsls 1) wledlbl osS o ovalin a5 jghiles

S BBgie IS jeiws gl o aS po S

Al aiils axg5 . oS 0,53 USerit.bat wul 4 5 oS Gl |, Save as a5 file g4 5l Oy

Caskbat sl L LB wigey a5

@9y Vb layls ST andl ol pead IS o5
C S oo Slez Laix il eols plxil cdo

b oS o >l 1, userit.bat LG V>
oS odplie |y IS s

..&....5 ° ool \) )15 6‘)-?‘




gy )J)Md.»w‘ AW ol:mlaful).,)lf o liwe LQ‘)"

Start >> Administrative Tools >> Active Directory User And Computers

B Active Directoey Users and Competers == =10] xj

P Acon Vew e

G| mimip|lido s HM TR 57YER |
. Active Drectory Users and Comput | Neme » K | Descrpton i - .. o
§ (1 Saved Queries X ot ‘S b u‘).’)lf r:Lod Comd L)"‘ )o
& #§ owo.com 2 w2 o
- m *' v . ~~ . &
. Computers l:;i _’: ya.c LQA‘ dod 9 oo QL?L”‘
- EW r'm"::’ s '?_,.ms ner
+ Or gt o 2 106 User 2 . _
W - sl It-manage »
£ 2 Managed e accor | 107 e e 8€ o35
Usery 2 o
',vf}‘? U of e Py A
!‘,1::3 .‘s: -.\“»."9.: < Lol Yl . JL:B 9
2 1300 User
£, it s X .o
&2 vl Ol @l 68 el
L 13 s
&, i1 User . K .
g s = S99 3l war sl 9 damay d9>
L itis Jser
.‘.ltl? User - . ool
:,.na e LY ‘) OS¢ JFE oy M'W
L Iit1s User
',.-'20 User . - - . .
L pos B sl 5095 olgSdd
22 User
T TR— s 3% o =

109 Sl

oolaiwl Ko 6o pao 3l g (p0lo sy 8 Olio o aS) )8 bas Sl aley s (6,5 )5 05,5 Sl sl

Start >> Administrative Tools >> Active Directory Administrative Center
Jre S
Start >> Administrative Tools >> Active Directory User And Computers

g 5B 0Bl Ao a9 ¢ @S 0 soliiwl (650,15 09,5 Sloul (6l P90 s Bu b 5l Cand (ol o

w2058 Al spam 5 sl gl sl

dw JSo b ass SIS Active Directory User And Computers sy, » pgo pme &2,k 5l oy

Ses yall

-30-




W Active Cuwctary Uarws sad Conpaters 3 SRS

.o & - N
et Vew e : f)baé)y05;bbu‘6‘fwu.i‘)é
G« riTi0 BRI E R TSR
o Adwe Dvechry Loy and Corgnt | M Ir | Denrgten 1 . . . . . Y
e [ r—— e e e ol ORTs Cownd ‘_,’le- Lgl.»as S99y
e ] L _wewe .. ow s s

By L aowwrmn e Bt acomt S adwns
¥ S Cowpasurs Byt A0D., S0ty S Merders i T W0 O = . . .
" & Codan Conbals L won s M; NeW Comnd )‘ 9 KLY w‘) SIS
£ = Foegrieantimoph | o cot hikbers Searity Go0 .. Mesbers of b prast e " " -
. M'f"""“""" MLOeseda00.. Sty Grow ... Merbers i b pro on
8 Crotcirers Secatty Grog DG Adrarmtreeoes Gom . o e
: B Oratipoatei... SecattyGrogs ... DAG cerris whe s peest AA.AS QL?LQ‘ ‘) GrOUp
82 Doman Agpres  Can it Zavem Neugrated sdwaT atas
M Doman Cox Hm‘ AOARIEDNS A B
2 Domen (o | T Corewn ekt £ h
8 Oornar Conem
8, Coran U

zl
)L«.a) ..\....S 0)‘5 ‘) 09; (:la ..\JlJ Cound u." B u5:>'
.-% Createin:  dsco.com/Users .
Group Scope cwd isu (pyiese o (SECUre
Group name: RO oj)f LS;J.)[S 0j9> ol Ls‘)..v aS s
ISECL.I[E
Group name (pre-Windows 2000): . fbb @H@j—’ 5)L‘° °3)§ Q—.‘.‘ »y°
ISECL.I[E
Groupscope ——— | Group type
" Domain local o Semrity*"
i+ Global " Distribution
™ Universal
OK I Cancel

45(5)35:.».‘0[5 J}‘Q eLa:bLﬁbcj)f w“ Majjf uLo.ib)\b"a.aB(Aslm 09;) 05; U"‘ o)f)lf Doma|n Local os)f
o090 3l Bl slo gac wily oo o sle 0,8 L wiiS oo sl jeee Ladd Wls 13 04>
Cmpiw |, forest G J3ls sla

s 8 0oLl 550 (egd Sy 13950 Sl FaeelS 5 Ll xsl 0 Caz o o anl ) Global o5,5
09,5 Wilgs (oo b og)S cnl e Wil (oo QLRI (h9d055 (raegd S 5l lad oy 5l lasl 8
Sz il e J51 a5 regs 52y Ol (o0 5 sl 955 Cagde ], Ses syl sl

28 iy jezme Wil (55, s

) )|).9 oolawl Sjy90 > Cyeego 'bLo.: 3O O9> g0 dio..u éJLuc rﬂLoJ L j9xe 6“40‘ 6‘;) 05; 6‘ Un'versal 05;
le codlad 5 oS oss Oy 4 b 09,8 (pl a5 puiS o Sl ) 09,8 () Sley Yol 0,5
s 03 yinS Ly

-31-




s 4535 90 1yl aS o ls ve>g S8 IS 0 Group Type sl 4 6,550 s

(Ao O3l 05 )5 paad ddod ). 15,50 PErmission . s.s Forest G =l

550 S,l5 oages sl osliul sl Laid 05Tl ¢ 39 oo ooliul el Jlu,l gl daib 65,5 ol :Distribution -y

&S g8 Permission wlgies

dj.w dL?u‘;JaJd)j—c 05;L‘wwok 65)))5&*5&)‘5&3&}5.«»)& (Secure)‘))b)é)}o 05; p.w‘ o._JP

%, Allowed KO, .. Security Group ... MembDers in this group can. ..
?_, aram User
82 cert Publishers  Security Group ... Members of this group are...

& ty p group
3;7 Denied ROD... Security Group ... Members in this group can...

S
Q‘Dnsndmins Security Group ... DMS Administrators Group
SE,DnsUpdatePr. .. Security Group ... DMS dients who are permi...
EE,Domain Admins Security Group ... Designated administrators...
82 Domain Com... Add to 3 group... rkstations and serve...

] g P ‘ =
52, Domain Cont... Move. .. main controllers in th... .)....,5 el g_i..lf )Ja.: 0)5.0 05; 65) P ol
BE,Domain Guests Send Mail main guests
SE,Domain Users main users . . H =
SE,Enberprise Al All Tasks b nated administrators. .. Ji“" L’ ""'.3"5 UL’L"" |)propertles 4"’)5 9
52 Enterprise R... ers of this group are...

r] Cut
:-_E"Group Palicy ... Delete ers in this group can... Sa ).QUO 3
?_; Guest Rename n account for guest ... 5 *
EE‘R.C\S and IAS ... - ‘ rz in this group can ...
Q‘Read—only D... Properties ers of this group are...

82, Schema Admins Help ated administrators. ..

General | Members | MemberOfl Managed B:-'I

S So dsly e General o o g

Jrerl 9 09,5 0l Sludy e Sledbl

Group oulys o g« aiS 3ylg 1y 09,5 o

SECUre

Group name (pre-Windows 2000): Isecure

Description: Isecure group in domain cisco.com 1‘—

E-mail: Ifarshid_babajani@yahoo.com *_ P Ao )-u-!.ﬁ ‘) GI’OUp type 9 SCOpe

rGroup scope ——————— | Groupt)'pe" A < s ,5 S S Members o S9)
1 Domain loeal fe
& Global " Distribution °9-“ ).aon
 Universal

Notes:

ok ;I

-32-




"General Members | Member Of | Managed By |

Name | Active Directory Domain Services Folder
oa,wj.ﬁbLIa).:)Jimb %;Sg_QASAdd 65))%4:95

Select Users, Contacts, Computers, Service Accounts, of faroups x)

Sefect thas chuect type:

]w.wm.m.umm Chyact Types. I
From fhes location -

femco con Locatiorn |
Erter the cbiect names 1o mdect fesmples).

Olad(l-ll

( m-: | [Tk ] coma l,;

5 8,50 09,5 b )5 (53,5 A3LSl (6l YL S5 o
25 0S8 b oS SIS Advanced sy 05,5 !

Selrct s Comtacts, Computers, Serwior Acosinls, s Soomps 5 .
[MMM.G-;—:-(I-M (tyect Typen
Froen gwn cation
Hm 1scamone . - . H & .
] b oS S find now s, s USE ol o
[ S prerpergs G | .. e B _ e . .
=l e || A 950 09,5 b )15 00l atine b og)S g )8
r ()
F Cond 4 b0 0,55 SIS 0K (59, 2 g 00,5 Sl | 055

Ogu aslS]

Sei ol day IS5 b anS SIS gom 5 g, 2 Vs

Ll
Cwagrated strw sieco car/Users
N kst s ORCO ComLsen
N dorman corty oace tom/Lens
M dorven gmsts cmco coe/Ubers
AR doeryuaen 00O conu\ ey
[ Aatars 02 0o e soms 3 iove 3

"General | Members Member OF | Managed By |

Member of:
Name [ Active Directory Domain Services Folder )ilo °5)f Fac |) o9)f Q.:‘ M‘y =) Connd Q.:‘ 9 D>

09,5 995 SIS Add (55, »» L3 I 3l 0SS
SS obell 1 0gx LAl 5490

Add... I Remave

This list displays enly groups from the cument domain and groups maintained
in the Global Catalog, such as universal groups.

oK Cancel beply |

-33-




25295 P10 g1 Sy e

55T 4 (o s oz (190095 a3 0550 )5 4 il oS ST () eeleS (o0 (5w cnl 0 g5

e ) ol 5l pasu b elS Copae g 5,955 pls

S 1>l 55 e 511, Active Directory User And Computers asb

Start >> Administrative Tools >> Active Directory User And Computers

File  Action View Help

s | 7nalEe = HE S & 5

L;‘)"‘w‘ IR W) |):>1JS..»‘_3,J4)L:.-Q)3,° d.ola).s u5.>

= g

: Active Directory Users and Comput
| Saved Queries

B o [—

: Delegate Contral...

Mame ‘—i“-ls OeR9° r°"“‘" S9) ‘)"l’ ual} )‘?)Lf ] JJ""‘S Qo‘o

Find...
Change Domain. ..
Change Domain Contraller...

Raise domain functional level. ..

Operations Masters...

~| Builtin
‘= puters oLl |, Delegate Control... o35 g 00,5 cal,

in Controllers

anSecurityPrincpal: PUSLY

ged Service Accoul

New
All Tasks

QS SASTnext gy, oo jlbaxis o

Delegation of Control Wizard |

Users or Groups

(5
Select one or more users or groups to whom you want to delegate control. % Add S9) » Qo o> )’)ls Ué; 4_9L0| LS‘)"

Selected users and groups:

S5 ol axy S b asS SIS

\

Add... | Hemaowe

< Back Mest > Cancel | Hep |
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Select Users, Computers, or Groups

Select this object type:

IUsers. Groups, or Buit4n security principals Object Types. ..
From this location:
Idsc:o.cnm Locations...

Enter the object names to select (examples):

Eheck Hames

‘-ﬂ'

1

2]

Advanced._ | ot | Cancel |
4
Select this object type:
IUsers. Groups, or Builtin security principals Object Types... |
From this location:
Icism.mm Locations... |
Common Queries |
Mame: IStarts with j I Columns... |
Description: | Starts with = oo
s | Ly it |
™| Disabled accourits Stop |
I | Hon expiting password
P
[raypz since |ast logarn; I 'l 71),
ok | Cancel |
Search results:
Name (RDN) | E-Mail Address | Description | In Folder | R
S vmware__ VMware User Gr...  cisco.com/Users L
8, __Vmware_us... ViMware User cisco.com/Users
Sgﬁccount Oper... cisco.com./Builtin
8, Administrator Buitt-n account f... cisco.com/Users
%Mministmtors cisco.com./Builtin
%Nlowed ROD... Membersinthis ...  cisco.com/Users
2% anonyYMoy..
aram
F pthenticated...
Baelein Nnar rinnn ~om Puilin LI

Delegation of Control Wizard

Users or Groups
Select one or more users or groups to whom you want to delegate control.

= Enter The Object Names cw.d o
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Check (g5, » 5 95 b 1) 055 n)l8
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Selected users and groups:
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\

Add.. |
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Blsl cand @ a5 550 )5 Caand pl o
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< Back Cancel |
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Delegation of Control Wizard

Tasks to Delegate
You can select common tasks or customize your own.

A‘

! = COMMan

[0 Create. delete. and manage user accounts

[ Reset user passwords and force password change at nest logon
[0 Read all user irformation

O Madify the membership of a group

O Jein a computer to the domain

O Manage Group Policy links

[0 Generate Resuttant Set of Policy (Planning)

=
< | »

" Create a custom task to delegate

= Jyl 4SSl
and manage user

Create ,

Delete ,
<y 90 opl )5 4 s accounts

25 6,88 plo ST o wilgs a5 ses

ol g aS Gl ¢ w8 Gy e wo>

B o)se anss st o wiS Copae

< Back Hent > Cancel Hep |
I
Completing the Delegation of
Control Wizard
o
KP\T 1 You have successfully completed the Delegation of Control
) w’_ ‘Qg wizard.
|

The groups, users, or computers to which you
have given control are:

aram {aram@cisco.com)

You chose to delegate the following tasks:

Create, delete, and manage user accounts

Reset user passwords and force password change at i

v
To close this wizard, click Finish.
< Back I Finish I Cancel Helg
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:Group Policy b 48
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Start >> Administrative Tools >> Local Security Policy

Group ;%5 98 (oo 12 955 s 59, 2 J5uS (ego & Sloj 45 0pdly 4LBls az g e S
5l ol o g el Jld e ] la an S aSul s ol oS Ll et (59, » Policy Local

s plil e 13 1) 6yt Ed Vb ol )b
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345 1,>1 Group Policy Management wg,w B agp pj w0l @

Start >> Administrative Tools >> Group Policy Management
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File —Action View Help
€= 5m=H
_: Default Domain Policy [WIN-3CTM7DTGNCZ.C. 4 |
= & Computer Configuration
= [ Policies
| Software Settings
=[] windows Settings
| Name Resolution Policy
|| Scripts {Startup/Shutdown)
= 5}_:_.I Security Settings
[l 55 Account Polidies
y-| Password Policy
15| Account Lockout Policy
_j_;‘_l Kerberos Policy
i Local Policies
j Event Log
1 Restricted Groups
[# [ g System Services
4 Registry

= Fila Suctam

H &

[

H

Enforce password history Properties
Security Policy Setting | Explain |

::ig' Enforce password history
=1

[V Define this policy setting
Keep password history for:
I _,::' passwords remembered

0SSl 055 policy jo Gl pss Gpw SO pu2lsd o Cond pl 0 g

g Jleel ()8 59,y p Ol peas pl G

ol 1, Password Policy 4535 5 oS Joe JS0 G Jol cond jo

2lx|

ok | Cancel |

Apply

Maximum password age Properties

Security Policy Setting | Explain I

::ig' Maxdimum password age
=

V¥ Define this policy setting
Password will expire in:

|42 _lj days

2]

oK I Cancel

Apply
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Securty Polcy Settng |E,,4...]
T@  Mewmum pasrword age
3

[V Defiew it pohcy settng

Password can be changed sfter

[ Zam

2ix|

o ]

Securty Poloy Settng | Sxptan |
? M pesywond length

¥ Detine thve poboy setting
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2ix
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* Erabled
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store porswords using reversibie cocryption FrasEie 2zl Store Passwords Using Reversible Encryption-¢
Securty Polcy Seiting | Explan |

'{r Soee rda Lang b
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" Ensbied
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Account lockout threshold Propertaes Tixl

mmm]a‘uﬂ
? Acoourt 'ockout threshold

: Account lockout threshold-Yy
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: Audit Account Logon Events -\
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6 23 File Sharing

Your folder is shared.
You can g-mail someone links to these shared items, or copy and paste the links into another program. ¢ }*&9 ‘}\-’)Q‘ 4-? L?l;-i‘ )Q 9 03l Sha re
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H Group Policy Management Editor oy ] [
File Action View Help
e Hml=HRE T
\=[ Default Domain Policy [WIN-ILATO! B Desktop
[ il Computer Configuration
- Palicies Desktop Wallpaper Setting I
| Preferences +| || Enable Active Desktop Nat
=l 4, User Configuration Edit policy setting. | |&2] Disable Active Desktop Not
= || Polides = -
e . ) . |i=| Prohibit changes Mot
| Software Settings Requirements: .
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Deploy Software il

Select deployment method:
% Published
" Assigned
" Advanced

Select this option to Publish the application without modffications.
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5 dgb oo odls il Add Remove Program .15
s L5 350 deliyy a5 WS Gl aulys e lioes S
Assighed cwd o Jg cwl liogs LBl 4 & L ogd

Dgd o nad SSlogsl O jg0 4 ol y

S SUUs ok 9, 2

Defiit Ooren Controllers Polcy [WINLATOS 2 | Name = | yergon |

& Computer Configur abion [Cs Geeghe Drtoe L0 Futdahed
B

. Proferwmon \

L Lser Cordguraton
- Pokoes

saftwere Setarga

(3 Sftmare retuldaton

Windows Settngs

Adrwvataizsn Terpiates Pokcy defres
Preferences

state | Source

292, 358 11. 22 Prstallaton \googe drhve r,)s 45 J?:S kso OML:M 5).?9) LJ&.:, )Q
oo adlol cand 4 Gl 0y00 5
a8 Restart L 6 1) j9,m s>

gl cuas dalip b

555 gad ol EXE L6 5 wigds o lsesl Zap s MSi sla L6 Lais 1> 45 oS oo 155 Yo o>

Wy lao | EXe glo LB a5 il Zap b G wb aS o)ls > ol ) S opl s>

abg cpl @ |, EVIYONE 05,5 & cwyiwd jame (05,5 Share as |58l o5 cpl dig a5 o5 S5 S

[Application]

FriendlyName = “Google Drive”

SetupCommand="\Google Drive”

Aol il o piws ol @ aslgn )5 e B owsay

)8 dalol Gg>

CoS S ol o0y 508 g auS 1>l 1 notepad LIS ! (sl

S ki3 aS el ol pgo L, 9 EXE sla aslp sl,>! oo [Application] euisg Jgl o o

bw‘ oMShare 454.0[.»).: w).)]..bl.: W‘deﬁﬁww)dsmdb)‘ﬁ bM
192.168.11.22\installation\google Drive.exe aib &0 cpl 4 ol ST s auiS )l

oS 0 9)ls 1, \google Drive.exe i oS oo bl ) 31 o Lagd
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Folder olg auS oxw (0ib ZaP aigun b sl i) oS 0,033 2P Sigews b1y (iite L ) g5

gd atein b b wisay b oy oy IS8 b 1) Ll 8 90 S5 g wss Option

[ou—oea x|
Gneal Mew | Soarch |
: ﬂm&“f‘:&m&‘:;&:fm“ A 350 43T ST asS (e eamline IS o pshailes
B[l o ol 3T b L bl gy LI 0l b g 0nis axsls
Oy i e e < Ss oo L3l Lo

B Doy e wize information in fokder tpe
3 esghary e 1l patth: 3 the e bar £assc thame onty)
Hddan Nes and foidery
@ Dot shaw hidden fles. fokdere. o drives
Q Show hudden lies. foklers. snd dives
N\ B Hde eopty dives n the Computer fokder
Hde adensons for known fis types
Hda protectad cpersting system Ses (Facommendad)
[0 Leunch foider windows 1 a separate procass
[ Restore prevecus folder wndows at logon
B Show drrve leters >

nmum]

ok | cament | |

(o j97e g oS Share g ases |8 adg o o eXe Ll ol en 4 ol asle a5 Zap LB oy

ol pols plol YU o a5 MSi L6 5o |, Zap LB oo Share .ol g aes EVryone o5
RELEXIN

: Group policy jl ;8 5 Backup

DS 1>l 5 e 51 1, Group policy g, Back up 8,5 ol

Start >> Administrative Tools >> Group Policy Management
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A A=
4 P Aton Vew  Windew e ~iE = icv: Y
SRR Group policy;l Back up 8,5 <,
8 Group Pokcy Maregervent | Group Policy Objects in cisco.com . . :
A — Crers e Group Policy cwd 55, JSo b
o m"'l:f Daain Pokcy -'g:w;mw' rawu f:l__:_.fgg 79)100:? 1
! Ooman Cortrabes J'(uu.‘mml‘*y Trintied Nere 5312012 d.u)f 9 KLY CA...»‘) SIS Objects
& Dottt Domen Cormroliers P - - "
 outas S JSa b oS ol |, Back Up All ...
= o WIS arase Bacunt..
i 5;MJ=‘-"‘-" O Megration Tabde Scior . .
'S f_z.ww.-.\wa: New » '05'“" JEUG ﬁ‘)
Group Polcy Read  New Window Som Mere
Safresh
Heo
o 5 o J 2
X

Enter the name of the folder in which you want to store backed up versions of
this Group Policy Object (GPO). You can back up multiple GPOs to the same:
folder.

Mote: Settings that are extemal to the GPO, such as WM fitters and IPsec
policies, are independent objects in Active Directory and will not be backed up.

To prevent tampering of backed up GPOs, be sure to secure this folder so that
only authorized administrators have write access to this location.

Location:

|C:\Eackup policy

[ |

<

Description:

Backup policy 212/06

Back Up Cancel

0yd oo Luyol LOCAtION cond o IS ol 4o
S9y 28 ol lp oS o)1y 1, Group policy s

DS sl 1) ool g S SIS Browse..

ol e |y Slbwog Description  cwd o

9S8 5,1y Backup

S oS SIS Back up 9, 2 g

Backes xJ
Fachis prgens Codbge b Ll 0,90 sl Back up cuwud ol o
L e e ——]
Se 335 S5 0K (59 2 5 00y pl
(0. Dl Doman Cortrobers Pobcy. Succeedsd |
it ana e e Back up L 5,50 slo Policy el b o>
|2 GPOs wes succeesfiuly bocked w
0 GPOs wers net backed up. o &
S
Iy 0es e Policy &5 wle Gl sty Y
Backup 451, sl Policy wb g puos oo s
r7 c w
A — o5 0235l s s S
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| 4 P A wen  Wroew el

=10l
~&= - 3L Group policy »,5 Restore i,

[ AR = R e
I SRgivicy Mugenes |Growp Palicy Objects in cisco.com . .
R v | | s Group Policy objects ¢y, » S
m":"m“’" :-mmc-uun 1&‘:‘- 'ﬂ" I;T;u _
* o e oveen ooty A ¥ 0004 Do Py S e se || Manage Backups.. au3S g 00,5 ool
= 5 wwarmm ‘:-::n! Sed ol iy G U LasS ol
A QS @ Open Mgy Taks btk
z :'.‘r:(-iﬁ:\m) Ve ’
. Group Pakcy Raa W Wirgkey Som fere
- —
o . ol | |
SRR .‘
. Manage Backupn = _-191.!51
Bac.p locaron
C Viack, > @ - Sowse . - . . .
B e | _+,31 Backup location caus o IS @b

|

905 3,09 1y 1po,S 0,33 DB a5 |, Backup
)8 0bject b Y oS o samlin a5 ciad o
Crond )3 5 03,5 SAS oS 2 (59, p &5 o)l
dn 5 035 SCIS Restore 5, » JS& il
P e AR &, S SIS Yes gy,
| SIS Restore (g5, g oS SIS e ]

r hz:-h-mdmm
| Detete | Veew Sengs |

De el b oS

U g 09 o (3T 4 (ango

:Domain Trees stx

ol &5 1o Forest G 4 ;L5 Domain Trees sbx| <l

ol allls 1y 3LS 5590 jexo a5 Administartor > ;o gyl

Domain wublgs o 9 ad,S odliswl Cisco.com sb 4 forest o 51 yojgel ol 4o o5

WSS A i d dxbo a9 5wl (6l oS i |y CCNP.com U «; Trees
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JFwd FUN j3 usS wuad ol 9y |y Domain Trees auales o 45 pgd jomw y0 &
PSS LS Enter g9, p 9 S ol |, Dcpromo

@1 Active Directory Dooain Services Installatinn Wizard = X

Welcome to the Active Directory
Domain Services Installation

Wizard A c00)ly i 0590 a3 SO Caomd (il jo g5

‘t:( : This weeard bkt you sistall Acthne Dieciory Dsenann

B Ul gy 5 45 i [y S oyl by oyl b

WS 0 03bol Lo (gl )l dalol o

™ Use advanced mode nestwscn

Lawn move sbaut P addbonad optons that aw
avalable n advncad mode nadafiation

PSS SLS Next g,

Merw sboct Actrvs Oreciory Donan Secvces

@ Active Dirvctory Domain Services Installution Wizasd

Operating System Compatitsity !
proved sacusty settinge mn Windows Server 2008 and Windoses Server 2008 R2 L5100
Wlect cider vesions of Windowa

. Whedows Server 2000 and "Weedows Seever 2008 K" doman controben have 3 Olxawd gd). oS SUS next [COP R ) R
T e Ao e e 7 $9) x o

i Serve 2000 L o oo o 8 ol o o e Gt (a0 QSYLB J° P"b Toy P ‘) sJS:"“ C:%‘
aooutons o acpicalons that -Md-umnms-w
2008 or “Windows Server 2008 2 domain cortsobens might fal

mmuummm&-mm-s-m
SMB “clerty 7k wilached soragn NAS) devces that do net mgppod
GMM- Some operatons on clents ninning vensors of
mwmmummh&luuw M
re Actve Diectory Migrmen Todl
Deplcyrrent Services

For mose rforration shout thes seting. vee Koowledge Bose acle 2504
m//p“mmmn:

@' Actree Directory Domain Servsces Installation Wizaed = L e . S e . a .
g - | Oy90 b 40 ¥ 9 usS Joe KU b Caonnd o] o
= o 39 Lo 1y ol 0 590 S g v Sl |y Hlas

You can create 3 domain controlier for an edasting fovesd or for 3 rew foredt

Exetn fovest
1 Add & coren cortrobe to an eiating dorman

PSS SCds' next gq, p

< Crwetn & new domen 1 an ety fomet
This server wil becorme fre first domain cortrober i he new domsin.

w7 Creatie 3 rvew domas troe mot ateed of & rew chid doman

1 Comatin i rote dornrs 1 & fovw Rsvesd

More about coabie depisvent cordoualons

<k [ Met> | caxe |
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011 Doy Do servces it alaton wiard——— 5 (FOrest) ungd ab Jol Conmd 30 aab U5 cpal 50

Network Credentials
Specky the name of the forest where $he nataltion wil ocour and account

SR SV S -~ alternate Credentials cwwd jo 9 uss 3,19 1,
Typs the e of ary doman i he format whers you e 1o netl the dormen
cortroler:

o B root domain 5 a5 oS 3,15 (59,5 o SO Wb

S a5 wuul asle | (s cisco.com  _
Specty the accout crodentis 15 use 10 perom e atalisen J g ) & e Wt
it ; Jr

1. The cument user credentisls connot be selected because they are ool 1o the
T comoumt At of domen credentisls is neaded

v Aenate cradertis

Sg (o0 b S5 S Set g9, p Sl b Lk

5,
[Faco cam wdradrator Se. |
Network Credentiats
Soaaty he account credentials 1o e % Darform e nstaliation

More azour why can iostall Adive Drectory Loman. Seneces

etk [heis ] Cams |

Sl Next g9, 2 o 5 OK dry 9 0S 3,09 1y 515 5580 joue 30y 9 (571 pU b YU Tl 5o

g g2lgo ) glas plim LNext g, y 0,5 Sl 1o Wl g5

©! Active Directory Domain Services Installation Wizard x|
An Active Directory domain controller for the domain “cisco.com™ oK |
could not be contacted.

Ensure that the DNS domain name is typed comecthy.

If the name is comect, then click Details for troubleshooting
information.

ol Jo Gl ol 00,50 o 1y ol 0 L forest as 1, cisco.com el a5 4o pliy (v
a9l b 4 b o aislw (4T 40 pb ol LT 4 usS oy 1, CiSCO.COM g o DNS Wyl JSiino

...x.gg}.gJ.,,o.ﬂuQMTJhﬁ.C,Lp.‘ﬁM)f‘MLioMSGt Cawyd ol P

oS Az gi I anlol &
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@/ Active Dwrectory Domam Services Installstion Wigand =2

Name the New Domain Tree Hoot

Type the fully quaified dorresn rame FODN) of the new doman yee

FQUN of tha new deman bea

jocno.con P

B e —

cBock [ Hets | came |

4

@' Active Directory Domain Services Installation Wizard =

Domain Net BIOS Name:
This i e raese thid users of sader versors of Windows wil use 10 Kantfy (he
P domien

Ih-vnrdmadl.llhﬂb&v— h-ud appears only {
2 o i the Sefu

r-n
Ether accapt the name hat has been ganarated by the wizand or type 3 new name and
then cick Nest.

Domar: Net 8IS name | —

£

| @! Active Directory Domain Services Installatson Wansd

Set Domen Funclionad Level
Selact the comen funchonel evel

The fatures avaiable & the Windows Server 2033 doman Suncticnd leve ndhude «
= fostizes avalsbis ot the Windows Serves 2000 doman functionsl level and the
Mlm

folowng
- Caretrored deingation, whech mn applcation can use 10 take
mahmddmuwf G tisls by
e umm
IndtLogon updatey, The laetlogen’ irtrte
wpdated wih the last logon See of the user o Camputer, and | @ -
b You il be mtie 10 add only domen cortroliers that e nrning
T Windows Server 2003 o e (0 this domen

Mose et domin 90 o hnctonsl levels

N
(Nm WI

5

(domain Tree) |, 395 ‘w090 pb Coomnd ol 5o

..g,.;S&,,.lSNext‘_g”ﬁ.u.g‘.\*;Sa)lgb

A1 Cawl ool 0l gmogs pb Lxl jo g5
WSS Sl nexXt> g9 a,ls Joud

Sl Jole i ax a5 0GS asrine Bk Ceond oy
Olre a)osd Jate Led JyuS (negd 4 il (oo
Vorr Ggang Ceend onl 0 (IS e
uL?u..»' |) YooV BEESeT) C}AASQ)‘Q )‘).9 Y”Agv”\ﬂj
Sl oo 1) Koo gle an S 0l o lad oS
R eSSl Ve ST Jy wS
Verh Seamy Coel GVl (Jy Cend 63 ol
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0! Active Directory Domain Services Installatson Wizard = x|

Seloct a Site
Select = ste for the new dosan controder.

r {
Shes
!? - _llhl

S =y

@' Active Dirvctory Domain Services Tnstallation Wizaed = X}

Additional Domain C ller Optiors

Select addtonal optons for fvs doman cortroller
¥ DNS sarvr
¥ Giobal catalog
I" feclicr
Addtonsl riomaton
The firet domain comtrober 1 8 rew domain carnet be an RODC. B

mumer of DNS servens montered as suthortatve name servers for s
could net be detenmined. Enor: This cpeation setumied because the
perod expred.

. Adelegation for this DNS server cannot be created because the
J'_\ authoritative parent zone cannot be found or it does not run
Windows DMS server. If you are integrating with an existing DMNS
infrastructure, you should manually create a delegation to this
DS server in the parent zone to ensure reliable name resolution
from outside the domain “conp.com”, Otherwise, no action is

required.

Do you want to continue?

Yes | Mo I

Sg cuad Jol5 job dy (yus gy o (55955 w0

ol b glp 1y colw ol Cwond (0l 5o o5
Site and Service g 4 bgi o 45 w2

0 o2 g 2l @l ol jo 4 wbl (o
023105

PSS SoLs next g9

g (x| B ooy 1y a5 0y50 bd 4y 35 SO
g wai AD ol o 4 b

PSS Seds' next gq; p

owled 55 el NEXt 59) p S5 5l wm o5
FS I DNS g dgSme AT ¢ 09 (0 03ld
Iy s 5 90 DOMaIN ylgi od 9 Cowl ool cuai
olsgs WS o g (ccnp.com) 5,5 sl
skxldns jo () )5 390 ZONE g wuleST guiicios
P g i )l (pf dloge pigae 45 alS
951 uai gBgo o U ass SIS Yes (g9, y ol

a5l 5 4 oolel Restart G 3l v g
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@/ Active Directory Domain Services Installation Wizand

Source Domain Controfler

= X

2=

You can et the waand choose & repication pasiner for the retabition of this doman
controber of you Can spacty & domen controfier 4o Use Some dats must be capled from
-dmnhm;mnmlmdmbmm

Seloct a source domain contober for the natalation patner

" Let e wizird chotse an sopropnane doman controier

* U this specdic dosm contoler

Doman Controller Name
M’T

Mo abot seiecting an ratalation patrer

| Ste Name 1
Defaut-Frnt-Ste-Narme

@ Active Dwectory Domain Services Installstion Wizard =

Location for Database, Log Fles. and SYSVOL
Specty the folders that wil contan the Active Directory doman controller

deabans. log See. and SYSVOL B o

For bether peformancs and secovessbity, some the databaes and og Slee on separsle

Database folder
Log Hes foldar
}: \Windows\NTDS
SYSVOL foider

Mo about acing Adtive Tvectory Donan Senioes fies

<M|M>|

o |

@/ Active Directory Domain Services Installation Wizard =

Dwectory Services Restore Mode Administrator Password

|

[ v

mmmmummnmmnm

I-mem-u"er mmmnnmmnm
staried in Desciory Sensoes Restore Moce. We recommend that you

M-MM

Pyt Iolool.loluu.

Canlem password | Ioo..ouoaoooo

More about Dimctary Senizasz Restom Mode password

Site and  yugw Gy o2 Comd pl G
L blyl g woS 0 &5 il 0 Service
Luigl o &5 oF  aduine

Serverl U a5 ol o Serverl.cisco.com

) 9pey <elw

w090 A5 Sl joyw  yaelS oL les

ol sas run 41 59, Cisco.com

WSS Sods' next gq; p

woémqumwj)oy?
DB gkl Sdginn A5 LT B 1y B o yol 9wy

PSS SCds' next gq, »

G55 21> 9551 (6l seee 5oy Wb Led B (pl o
3oy b ey ol a5 il alls axgi L aums )3 095
B a (Hge oy cnl 9)l0 3,8 DelS Lk s90ing (Lol
S 6590, 1y (6,958 plo ST eenleSy a5 0y, oo
s S Oyl alS joang oy b ojey nl om
S5 2+ S osliinl 095 j9aing je, 5l b 3559 sl

A8 SIS Next
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©! Active Directory Domain Servi Instadat) zan x|

30 o plol Slopidd 51 A5 Sledbl igled

Sods' next g9y p ol ool oolo goled S

Cordguee this server as the first Active Disectory doman controlier i 8 new coman o
poe

I'numnedum-duumn'mm'
:n-mmdnm-m'
?hmmhuavmvkmmdmm‘mm‘

e Defor-Few - Ste Name

' =~
To changs an optior, chek Back: To bage the apeation. ik Nedt

Thees stings can be exportad to an anewer B for use with Exoot sefings I
mm«dm

<Bock [ heis | e |

Active Directory Domain Services Installation Wizard

The wizard iz configuring Active Directarny Domain Services. This process can take

frorn & few minutes to several hours, depending on your ervironment and the options a5 W S S,IS next SS9y f@ PT )J 9 99"

that you selected.
cogw Hlel cuai )8

Installing Group Policy Management Console. ..

Caticel |

[~ Rehoot on completion

¢ Child Domain sl

2 aS Sl ol IS o piete e bl LB 11 a)lS 5 G b Child Domain sl gl oo
p....f 0)‘5Lo$2.> ‘) 39y IP DNS J..al; Chlld )5).“:4&?..5 Q)lf

s_iJS)L’ 90)5.3 Sy90 dva.: Q)LY 65)).35».\305.:4 network Coand ol)gjb.’. )90 jgyw jgding 4O U9.>

uw‘fv ipV469)ﬁ)Lijb)5Aw)’|9M5
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enersl | S Sylg 1, yemw 093 IP Wb Ip Address cuwund o oy

‘fou can get IP settings assigned automatically if your network supporks

this capability. Otherwise, wou need to ask vour network administrator |) .)9_*.> d.&._w | p mas k A;La s u b n et mas k M )0 J.:.s

for the appropriate IP settings,

" obtain an IP address automatically )9)».: ip J:’l.? DefaU|t gateway Mo.a.ué ).) 9 )“'S Q)‘j
—% Use the following IP address:

IF address: 192 . 165, 11 . 129 |p J.:l; Dns Server .- 3 o) ”-g Q)|5 9 Q9~°°5-"> |
Subnet mask; I 255,255,255 . 0

Default gateway: % 192 . 165 . 11 . 22 ‘))‘3 ..bl.» ‘) 0 o Root o9 Q‘ S9y aS GLo\ 39y

) Obtain DS server address automatizally,

—{* Use the follawing DNS server addresses:

Preferred DMS server: 192 . 168, 11 . 22

Alternate DNS server: I . . .

Adwvanced. .. |
oK I Cancel I

Welcome to the Active Directory
Domain Services Installation

Wizard . R N [ .
| sed RUN o g sl ags j55m o)ls g5
1 This wizard helps you Install Active Directory Domain
— ﬁf""“é (AD D‘Cg on this aervelg. m%_klng the uewclcr :nN D
Aive Directory domain cortroller, To continue, clic et .
A8 sl 1, Dcpromo

[7 Use advanced mode inatallation

Leam more about the addtional options that are )-,’ mﬂé Q:" )‘5 Qj—“’ &5'0 )-QLB 4{-]5‘ Ji») STJ?

available in advanced mode insallation

More about Active Directory Domain Servicea

el l Next > I Cancel I

@ Active Directory Domain Services Installation Wizard

Operating System Compatibility
Improved security settings in Windows Server 2008 and Windows Server 2008 R2 L= =) < .o . e . .

affect older versions of Windows & < d‘")‘ w‘ uwy Q.S)"“" “‘i’ o U"| )‘3

e $S plo suST cuas 28 S oy S Og

v Windows Server 2008 and "Windows Server 2008 R2" domain controllers have a LQ-’ : LS) > - : 6-99# J o b

new more secure default for the security setting named "Allow cryptography algorithms
compatible with Windows NT 4.0." This setting prevents Microsoft Windows and -t b
non-Microsoft SMB “clientzs” from using weaker NT 4.0 style cryptography algorithms \'°""> .
when establishing security channel sessions against Windows Server 2008 or
"Windows Server 2008 R2" domain controllers. As a result of this new defautt,
operations or applications that require a security channel serviced by Windows Server

2008 or "Windows Server 2008 R2" domain controllers might fail. Q}w ).QUG J.x.) li & L’ f i 5 NeXt> 65) )-’

Platforms impacted by this change include Windows NT 4.0, as well as non-Microsoft
SMB "clients" and network-attached storage {NAS) devices that do not support
stronger cryptography algorithms. Some operations on clients running versions of
Windows earier than Windows Vista with Service Pack 1 are also impacted, including
domain join operations performed by the Active Directory Migration Tool or Windows
Deployment Services.

For mare information about this setting, see Knowledge Base article 542564
(hitp://go microsoft com. fwlink./?Link ld=104751).
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@! Active Directory Domain Services Installation Wizard

Choose a Deployment Configuration

You can create a domain controller for an existing forest or for a new forest.

Create a new domainina 4u;% cwwd oyl jo

* Existing forest

" Add a domain controller to an existing domain

' Create a new domain in an existing forest
ﬁ This server will become the first domain controller in the new domain.

" Create a new domain in a new forest

More about possible deployment configurations

SIS Next g9, p» g oS obkl |, new frost

@' Active Dwectory Oomain Services Instollation Wizard = ,’_‘J'

Nestwork Crodertisls
Spacy the rame of the forsst whess the ntalation wil ccour and acoourt :
credentishs that have suficent povieges to pafom the nstaliason i

Type the name of ary domain in the forest whess you plan to instal ths domasn
controfier:

|D!CO con

Spechy the accourt oredertisls 1o use to perfors e netsfistion:
L gt A En o nusiwInA

y.  Tha cument user oudertisls canmct be selecied b they e locd o the
 competer. A set of domain credertisls is needed.

% Mtemete credertolr

More sbout who con ol Active Desctory Dot Sernces

o ] o |

01 Active Directory Donain Services Installation Wizard x|

Name the New Domain

Tyoe the fully qusified doman rame (FUDN) of the parert doman or cick Browes to
salect 2 Then type the sngle-sbel DNS name of the new chid doman

FOON of the parert domen

[co:om Browes I

Exavple’ cop contoed com

Sageisbel DNS rame of the chid donan
-

Exarple headouaters

FODN of the new chéd doman:
Jlsb.cnco com

< Back Next > Carce |

A8 a8 Sl 0550 (regd pb Jol Ceond o JSG (! jo
sy Cisco.com o Lol pegs ol el o 0 oS

.MJS‘SAQ)‘BJEJQ)%M)QJ

ol s Wb Alternate credentials cwd o
397 CISCO.COM piogd ;0 a5 oS oyly |, 60,8
g 0S SIS Set gg, p el jo asl atsls 1, JelS
S 0)lg ) Sl 9590 s9ee 5oy 9 S U

S SIS Next> (g9, 5

SUS Browse (55, » Jol Ceond 1 Ui cpl o
ol |, ( parent domain) Lol cregs g 00,5

o &S oS oylg 1) child ogs a6 pgs cond jo

WS azgs Sl ogd (ol (egd degerms ) salss

WS o odalin ], S b pguw Ceand o
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@' Active Dwrectary Domam Sernces Instalivtos Wizaed = . x|

Set Domatn Functionsl Level
Select e doman furcsonad level

Dosan Anctondd leve

Detady.

The testures svababie = the Windows Server 2003 doman functoral levvsl nclude
o featurss avadatie ot o Windows Servar 2000 doman furcscnel level and the
!Mnlgnmdh-ﬁn

lasttogen lastiogonTimesanp airbar is
updiatad wih the last logon tyte of the user or computer, snd 1 s =l

1 You wil be sthe 1o adtd orky domen cortollens that e nerneg
Wendows Sereer 2000 o later 32 i doman

Norw sbond dornan ard fomat dnctons weels

ek [ ret> | cenw |
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Start >> control Panel >> Network and Internet >> Network Connections

Cmed 5l aas ¢« 0uS SIS Properties a5 g oS culy SUUS 9195 49w 40 Jaie 2SSE (59, 5

D98 3k py K& U oS S L g IPVA (g5, 50 ki 050

Internet Protocol Version 4 (TCP/IPv4) Propel

General |

You can get IP settings assigned automatically if your network supparts
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

™ Obtain an IP address automatically
—{% Use the following IP address:

IP address: w. 10 .10 .1
Subnet mask: I 255 ,255.255. 0

Default gateway:

€ Obbain DHE server address automatically

—{% LUse the following DNS server addresses:
Preferred DNS server: 127, 0 .0 . 1

Alternate DNS server: o .10 .10, 2

[~ validate settings upon exit

21X

Internet Protocol Version 4 (TCP/IPv4) Prope

General I

‘You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IF settings.

~ Obtain an IP address automatically
—{* Use the following IP address:

IP address: 0 .10 .10 . 2
Subnet mask: I 255,255 .255. 0

Default gateway:

| Obtain DHE server address autamatically:

—{* Lse the following DNS server addresses:
Preferred DNS server: 127.0 .0 . 1

Alternate DNS server: 0,10 .10 .1

Advanced... |

[ validate settings upon exit

Jd

[ o ]
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Start >> Administrative tools >> Active Directory Domains and Trusts

E%Active Directory Domains and Trusts
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persian.com Properties d |
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General Trusts | M anaged By I
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New Trust Wizard o x|

Welcome to the New Trust
Wizard

This wizard helps you create a trust between this domain
and any of the following:

= A Windows domain in this forest or in another forest.
= A Windows NT 4.0 domain.

= A Kerberos V5 realm trust.

= Another forest.

Atrust is a relationship that enables users in one domain,
forest, or realm to be authenticated in a specified domain,
forest, or realm.

To continue, click Next.

2 Back I Next > I

Cancel_|

New Trust Wizard |

Trust Name @

fou can create a trust by using a MetBIOS or DMS name.
Type the name of the domain, forest, or realm for this trust. ¥ you type the name of a forest, you
must type a DNS name.
Bample NetBIOS name: supplier01-nt
Bample DNS name: supplierl-ntemal microsoft.com

Name:

persian-gulf.com|

. —

< Back

New Trust Wizard x|

Trust Type
This domain is a forest root domain. If the specified domain qualifies, you can
create a forest trust.

gelect the type of trust you want to create.

+ BExemal trust
An extemnal trust is @ nontransitive trust between a domain and another domain
outside the forest. A nontransitive trust is bounded by the domains in the
relationship.

" Forest trust
A forest trust is a transitive trust between two forests that allows users in any of the
domaing in one forest to be authenticated in any of the domains in the other forest.

N

< Back Neadt = Cancel
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New Trust Wizard x|

Direction of Trust
*fou can create one-way or two-way trusts.

Select the direction for this trust.
\: Two-way

Users in this domain can be authenticated in the specified domain, realm, or
forest, and users in the specified domain, realm, or forest can be autherticated in
this domain.

" One-way: incoming
Users in this domain can be authenticated in the specified domain, realm, or forest.

" One-way: outgoing
Users in the specified domain, realm, or forest can be authenticated in this domain.

< Back

New Trust Wizard |

Sides of Trust

If you have appropriate permissions in both domains, you can create both sides of
the trust relationship.

To begin using a trust, both sides of the trust relationship must be created. For example,
if you create a one-way incoming trust in the local domain, a one-way outgoing trust
mugt alzo be created in the specified domain before authentication traffic will begin
flowing across the trust.

Create the trust for the following:

% This domain only
This option creates the trust relationship in the local domain.

" Both this domain and the specified domain
This option creates trust relationships in both the local and the specified domains.
‘You must have trust creation privileges in the specified domain.

< Back Neat >

New Trust Wizard x|

Outgoing Trust Authentication Level
Users in the specified domain can be autherticated to use all of the resources in
the local domain or only those rezources that you specify.

Select the scope of authentication for users from the persian-gulf.com domain.

% Domain-wide authentication
Windows will automatically authenticate users from the specified domain for all
resources in the local domain. This option is prefemed when both domains belong to the
same organization.

" Selective authentication
Windows will not automatically authenticate users from the specified domain for any
resources in the local domain. After you finish this wizard, grant individual access to
each server that you want to make available to users in the specified domain. This
option is prefemed if the domains belong to different organizations.

AW

Net >

< Back Cancel
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x|

®

New Trust Wizard

Trust Password

Passwords are used by Active Directory Domain Controllers to corfirm trust
relationships.

Type a password for this trust. The same password must be used when creating this trust
relationship in the specified domain. After the trust is created., the trust password is
periodically updated for security purposes.

Trust password:

Confirm trust password:

< Back Next > Cancel |

Mew Trust Wizard

Trust Selections Complete
The New Trust Wizand is ready to create the trust.

x|

"

You have selected the following trust settings:

[This domain: persian.com -
Specified domain: persian-gulf. com

Direction:
Two-way: Lsers in the local domain can authenticate in the specified domain and
users in the specified domain can authenticate in the local domain.

Trust type: Bdemal

To make changes to this trust, click Back. To create the trust, click Nexd.

« Back Cancel

New Trust Wizard

Trust Creation Complete
The trust relationship was successfully created.

x|

"

Status of changes: ——

Trust relationship created successfully. -
Specified domain: persial ;

Direction:

Two-way: Users in the local domain can authenticate in the specified domain and
users in the specified domain can authenticate in the local domain.

Trust type: Extemal

(Outgoing trust authentication level: Domain-wide authentication.

To corfigure the new trust, click Mesd.

<Back Next > Cancel |
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New Trust Wizard

Confirm Outgoing Trust
You should confirm this trust only if the other side of the trust has been created.

®

x|

Do you want to corfirm the outgoing trust ?
£~ No, do not confirm the outgoing trust
¥ Yes, corfimm the outgoing trust

To confim the trust now, click Next.

Yes. Confirm the 4uF cuwud ol o
S3, » 9 %5 obxil |, outgoing trust

A SIS next

< Back MNext =

Cancel |

New Trust Wizard

Confirm Incoming Trust
*You should confimm this trust only if the other side of the trust has been created.

®

] 3l 1y om0y 9 625 pb b Cwnd cpl o

admin ).3)‘5 o)"d.;‘ A 9p9y H9w O aS d.uS

Do you want to confirm the incoming trust 7
Mo, do not corfimm the incoming trust
_‘5" Yes, corfirm the incoming trust

To confirm this trust, you must have administrative privileges in the persian-gulf. com
domain. Type the user name and password of an account with administrative

privileges for the specified domain.
User name: IE admiristrator | J
Password: I............l

To confim the trust now, click Next.

\

B Ll s A wsl asl e

next>> g, 5. 3,5 o,lsl, Administartor

< Back Next =

Cancel |

New Trust Wizard

Completing the New Trust
Wizard

You have successfully completed the New Trust Wizard, but
the newly created trust relationship cannot be confimed for
the following reasons:

[The verification of the incoming trust failed with the
following emor(s):

The trust password verification failed with error 1355: The
specified domain either does not exist or could not be
contacted.

A Before this trust can function, it must also be created
in the other domain. Ensure that the same trust
password is used in both domains.

To close this wizard, click Finish.

|
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persian-gulf.com Properties

General Trusts | Managed Byl
trusted by this domain {outgoing trusts):

| Trust Type | Transitive FProperties... |
Hemove |

el 3

Domain Name

Domains that trust this domain (incoming trusts):
| Trust Type | Transitive Froperties... |
Hemove |

Domain Name

=
o]

Cancel | Hep |

New Trust Wizard

Trust Type
This domain is a forest root domain. f the specified domain qualfies. you can
create a forest trust.

@

X

(Persian-gulf.com) sgs 5,0 0 J>l,0 ploil

New Trust Wizard i

Welcome to the New Trust
Wizard

This wizard helps you create a trust between this domain
and any of the following:

= A Windows domain in this forest or in another forest.
= A Windows NT 4.0 domain.
= A Kerberos V5 realm trust.

= Another forest.

Atrust is a relationship that enables users in one domain,
forest, or realm to be authenticated in a specified domain,
forest, or realm.

To continue, click Next.

< Back I Next > l Cancel |
x|

v

New Trust Wizard

Trust Name
You can create a trust by using a NetBIOS or DNS name.

Select the type of trust you want to create.

= Extemal trust
An extemnal trust is a nontransitive trust between a domain and ancther domain
outside the forest. A nontransitive trust is bounded by the domains in the
relationship .

" Forest trust
Aforest trust is a transitive trust between two forests that allows users in any of the
domains in one forest to be authenticated in any of the domains in the other forest.

Type the name of the domain, forest, or realm for this trust. if you type the name of a forest, you
must type a DNS name.

Example MetBIOS name: supplier014nt
Example DNS name: supplierl1-ntemal microsoft.com

Mame:

persian.com

« Back Ment =

New Trust Wizard

Direction of Trust
“You can create one-way or two-way trusts.

Select the direction for this trust.

& Two-way
Users in this domain can be authenticated in the specified domain, realm, or
forest, and users in the specified domain. realm, or forest can be autherticated in
this domain.

" One-way: incoming
Users in this domain can be authenticated in the specified domain, realm, or forest.

" One-way: outgoing
Users in the specified domain, realm, or forest can be authenticated in this domain.

N

< Back I Nezxt = I

Cancel |

< Back Ne > Cancel |

New Trust Wizard

=

Sides of Trust

If you have appropriate pemissions in both domains, you can create both sides of

the trust relationship.
To begin using a trust, both sides of the trust relationship must be created. For example,
if you create a one-way incoming trust in the local domain, a one-way outgoing trust
must alzo be created in the specified domain before authentication traffic will begin
flowing across the trust.

Create the trust for the following:

* Thizs domain only
This option creates the trust relationship in the local domain.

¢ Both this domain and the specified domain
This option creates trust relationships in both the local and the specified domains.
*You must have trust creation privileges in the specified domain.

Mext > Cancel
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New Trust Wizard

Trust Password

Passwords are used by Active Directory Domain Controllers to corfirm trust
relationships.

New Trust Wizar

Outgoing Trust Authentication Level
Users in the specified domain can be autherticated to use all of the resources in
the local domain or only those resources that you specify.

X

"

Type a password for this trust. The same password must be used when creating this trust
relationship in the specified domain. After the trust is created., the trust password is
periodically updated for securty puposes.

Trust password:

Confim trust password:

.

< Back Nexd >

Select the scope of authentication for users from the persian.com domain.

' Domain-wide authentication
Windows will automatically authenticate users from the specified domain for all
resources in the local domain. This option is preferred when both domains belong to the
same organization.

™ Selective authertication
Windows will not automatically authenticate users from the specified domain for any
resources in the local domain. After you finish this wizard, grant individual access to
each server that you want to make available to users in the specified domain. This
option is prefemed i the domains belong to different organizations.

< Back Mext =

MNew Trust Wizard

Trust Creation Complete
The trust relationship was successfully created.

Mew Trust Wizard

Trust Selections Complete
The New Trust Wizard is ready to create the trust.

Status of changes:

Trust relationship created successfully.
Specified domain: persian com|

Direction:

Two-way: Users in the local domain can authenticate in the specified domain and
users in the specified domain can authenticate in the local domain.

Trust type: BExd¢emal

Outgoing trust authentication level: Domain-wide authentication.

To configure the new trust, click Mext.

‘You have selected the following trust settings:

(This domain: persian-guif. com
Specified domain: persian.com

Direction:
Two-way: Users in the local domain can authenticate in the specified domain and
users in the specified domain can autherticate in the local domain.

Trust type: Extemal

To make changes to this trust, click Back. To create the trust, click Next.

%

< Back Neat > Cancel

< Back Cancel

New Trust Wizard

Confirm Outgeing Trust
You should confirm this trust only i the other side of the trust has been created.

X

"

Mew Trust Wizard

X
Confim Incoming Trust
*You should confirm this trust only if the other side of the trust has been created.
V

Dio you want to confirm the outgoing trust?
¢~ No, do not confim the outgoing trust
{* Yes, confimm the outgoing trust

To confimm the trust now, click Next.

¥

-

Do you want to confim the incoming trust?
" No, do not confim the incoming trust
‘".'G' Yes, confimn the incoming trust
To confirm this trust, you must have administrative privileges in the persian.com

domain. Type the user name and password of an account with administrative
privileges for the specified domain.

User name:

IE administrator

=

Password:

To confimn the trust now, click Next.

< Back Next > Cancel

!

< Back Mext > Cancel
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persian-gulf.com Properties

General Trusts I Managed Byl
Domains trusted by this domain {outgoing trusts):

Domain Name Trust Type | Transitive Properties... |
Bxtemal Mo

persian.com
T Remove |

2]

Domaing that trust this domain {ncoming trusts):

| Trust Type | Transitive Froperties. .. |
Extemal MNo
Femayve |

Domain Name
persian.com

Mews Trust ... |

0K | Canced | i | Hep |

General | Authentication |

This Domain: IP,'%fsiEln-gufF.com
Cther Domain: Ipersian_com
Trust type: IExtemaI

I | The ather, domain supparts Kerberos AES Enemption
Direction of trust:

Two-way: Users in the local domain can authenticate in the specified
domain and users in the specified domain can autherticate in the local
domain.

Transitivity of trust:

This trust is not transitive. Only users from the directly trusted domain may
authenticate in the trusting domain.

To corfirm and, if necessary, reset this trust relationship, Validat

click Validate. —la' :
To improve the security of this extemal trust, security identifier (SID) fitering
is enabled. For more information about SID fitering, see Securing extemal
trusts.

o |

Cancel Apply Help

&, 090 Trust JSo jo asS o svaliv shiles
G Glp Gl oal ol Persian.com  ogs ol
properties gy, » g oS SIS egs (55, Trust

Dl b gam KO L oS SIS

P8 Soegs pb aS (oo oaline jshailes SOl o
23,5 TrUSt o 4 a5 uogd ol ol yom 4y o o )13 (]
Sl Cud glp ¢ asS e oamlie |, Trust g4 4

s Validate (gg, p» a2 o Cly> 295 4 Trust

YWV ISR T LW (VLS
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Do you wish to validate the incoming direction of trust? To do this, you must have
administrative privileges in the persian.com domain.

S0l abls azgi el oS olg 1) hlie j9,m 908 30,

" Mo, do not validate the incoming trust - 1 o .o,
e el admin 5 o5ladl 4 sl )l ol oyl a8
+ Yes, validate the incoming trust.

; Type the user name and password of an account with administrative privileges in . N . e
the specified domain. AR 'abu‘ ‘) )15 U"‘ ;.\."5...’ lJ ML’ 44.43‘0
User name: IE administrator j J
Password: I............ . )“‘S S S Ok (55) )_3

—» [ ok | cuee |

Active Directory Domain Services 5|H

"o Y Olis g 09d (o ol JSO Gul 4l wiz 5l am
| The trust has been validated. Itis in place and active. .
- el Trust jog Active sauas

JrS cov |y Jlie slo cpege Byl o 5wl o Vs 0 ploul cuidge b TrUSE aSil 5 am wgs
e 3l 18 T g, » Persian.com cpwge 4 Serverl b sl cand cpl j0 Mo . oy 50 095

e Ll o 1) Persian-gulf.com . Server2 oalgs

N9y p) ool A

Start >> Administrative Tools >> Active Directory User And Computers

Active Directory User .y, » JS5 b

File Acton View Help

A EIENENEEY e 7% 435 53,5 ul, SIS And Computers

Active Directory Users and Cor mu i = | Type | Desa

= et o Tr— S ol 1, change domain..
4 persic  Change Domain Controller... ters Container Defal
hCont... Organizational ... Defal
Al Tasks p [ Conte Oroanizat e zn
Refresh ed Ser... Container Defal Diomain: Ipersian-gulf.com Browse... |
Help Container Defal
[™ Save this domain setting for the cument console

ok | cameel |  Hep |

SIS 0K (g5, 59 0T Slg 1) 0g5 s pb

VLY
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File  Acton View Help

L EEE EEE SR

) o Gkl 9 (e cnalin oS shailes g

] Active Directory Users and Computil [iiET = | Type

| Saved Queries Zidpersian-gulf.... Domain . . . .

a pgrsian—gulf.com | | Saved Queries Persian B s i N O T | J..M Y 39y
| Builtin B
_| Computers u‘ JA[S )}L: LY W-"—"ﬁ-’ S 9 R JAM gU|f.Com
o | Domain Controllers
| ForeignSecurityPrincipals . ..
| Managed Service Accounts f“““S LJ)"“S ‘)
| Users

235395 210 guF1 40 Ll Cdadlro

Biz 5l Al (o0 S el o @05 Byme VoA jeang 0 doe Gl K4 eeplsS o0 Gie cnl o 095
.Active Directory s -Lil alosl o

25 ool 5l oS =1 Active Directory User And Computers ug,w )15 cpl sl sy

start >> Administrative Tools >> Active Directory User And Computers

e s
Fla A | few Mo
S AddRereyew Cokrrs =3
= | . . . . . a
- m;:; :;:: || Cesopton I TS ] )| ul.i.o‘ u;‘ uo; Jl.gs LS‘)?
E :‘: L Dl commner §2¢ .
= 23 048 e Defout conton o o I, Advanced Features 4. ;5 View
D = D G G nd G a—— Defaut contanes for secu.
Foe vmwk Defmt contanes for orph .
:: SO oS+ Detat contanes for yan . d‘,’r;s JL*-Q
e Cussorie., Quors mpeaicatons cont.
Systen PropramDats Contanes Dedault looaton for shorag.
Users Systen Contane Budun systern settngs O
IO Quotas Ly Contame Dwdmdt conberme fo g, s)l?u‘ U &J ‘9} yL> .
LI F— 2|
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Fls  Adin  Vew  Helo

oo im0 D BT TSR

[ Geersom

o Actve Drectory Lsess and Comput |t
! Saved Queres auitn butsnDoesn
= ?'-F . Contares
9 Cont .. Orparuatons
s Contawner
) Qurge Durvart.., s X
Orenge Dorvain Controber, . Pl
Rovwe dares Actonalienl.. £ 0
SO Contawner
Computer
A Tasks » Cistact
ven s
" FergPwaon
Rafred: resinagng PSP
Exportist. NSMEG Quee Abes:
_______ A
oo Ler
Srered Foide

Defait comamner for upgr
Defoutt cortaines fur doer...
Defaut comtaner for seau..
Darfadt comamer for orph..

Defaut container for man,
Dmfit caton for storag
Bultn systern settings

Defaust comtaner for uogr
. Quola spedicative ont...

New Object - Organizational Unit x|

-—-;:'_P Create in:  persian.com/

Name:

ISEQ.II'E

¥ Protect container from accidental deletion

oS okl |, Organizational Unit au 5 new

055 alls 5 IS5 b

3l 1y a5 5,00 OU sl Name ced jo IS0 cpl jo

Lo ¢ Gl 03,55 S5 a5 Gl Slod (25w o yelas g
Sy cdablne L5 S g0 bl b oS bl | any 38 ol

LS ST ok (s,

Lt o &g p slaz plag b oS B> 1) Jlai 590 sl suelgse STV g

Active Directory Domain Services El

!

¥ou do not have suffident privileges to delete secure, or this
object is protected from acddental deletion.

N

[ o |
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11 25 Sl Properties
Ganerl | Mansged By Oiect | Secusty | COM- | Apvibute Edeer |

Objoctclama' | Organiaatonal Lk DS SIS 0K (g, 2 g oo p |y ol ative
Crmalnd 42012 31236 PM
Modfed SR2023 17T PM
Cumert 16410
Degnal 16407

I~ Protect chiact from scodentsl deleton

o e |_we_|

tActive Directory Site and Service (wg w b ,&

Ll aed b a5 o s 349 DOMaIN paix o 5,958 pls ST j0 o lojle g lo &8 10 i 40 g5
doe ol a4 a5 wmms Jlnl Saes a4l ses oledbl g oaxsl bls,l e
slo J S pegs a4 S aegd Sledlbl asin Slej oib S 0w 04b 0 a5 Replication
3955 2l 35351 89 (oS SRS cyrass Sy o aalyy ()55 SN ST 05 o o &ud o 5 5%
oley dlg oS oo (S 1) Ll g ams o asis |, wlodlbl opl (Meta Data) o> oy, b

g plosl IS ol castie ley ;o b oS Laseie |, 00,5 Replication
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RS ey So St nl G Gl s r s ) gisst Slex pled 5 b i 609 21
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iy agd Sl 4y 1y Sledl a5 1S sl Additional reess <y asb S ol ploxil 61,

8 ol ygpm 1P oyol 1) 90 DNS Gladass i 1P Slewdas o oS 121 1) 59009 I slxil sl
Cls s (LS ceal gBge ;0 a5 aa

g el 5y IS B oS SUS Enter g, 5900, ol 1, dCpromo jgiws Run jo Ggs

0! Active Directoey Domain Services Instalistion Wizard = x|

Welcome to the Active Directory
Domain Services Installation

Wizard .
L ) 2 A g 08 SIS 0 00 S5 (g9, S ] 5o
S BEparety
Active Drectosy comain controller. To continue ckknm K § S § next (55)
Lise advanced mode matalason

Leam more about the addtiona cptions that am
svalstle n pdrarced made neaiation

N\

"’l“"’l c'le
X

Operiinng System Compatibilty
Iroroved securty setings n Windows Server 2008 aned Windoms Server 2008 R2
atlect clder versions of Windows - S

Windows Server 2008.n3 “Wirdows Server 2006 R2” domain cortrollery hsve S5 o)l a5 pols og M o g, Caond ()l s>

’ s mase pecure defaul for e securty seting named ™ &-mdvdy:— )= P Z 9 oS
a.mﬂue mmt::mnmmuq«

when establishing securty channel sessins aganst Windows Server % Mb &° w.a‘ o)l.g 9O > SUI! Sy

operstors o apphcabors thel socuy chanvel secvond Wrdbows Serm

m-w:mmm q:-mmua-v: N

Plafoens moected by this chanpe mclude Windows NT 4.0, 29 well 30 non-Mcmeod .
SMB “charts” o retwesk ached @orgs (NAS] dewcns ot 60 et mppan AsS SIS next g,
m‘wm&mw o cherty

eader than Windows Vista with Service Pack 1 are sheo impacted inchudeg
doman jun opections performed by the Acve Desctory Migeaton Tool or Windows
Degiorgmert Services.

For mare indomiation about this sefing. see Koowhedpe Base aticle 342664
110 //go reooscit oo Fvink, TLnk K< 106751).

ook [ Net> | Cwenl |
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@' Active Directary Domain Services Instaliation Wizand .

Choose a Deployment

You can cmsale 2 dooain contioler 1or an exsing fonest o for a new fosest

+ Exsting fosest
f = Add a doman cormler b m emsing doman

™ Comste & new dome 1 a0 mieting forest
Thes seryer wil bacome the frt donen controler 11 the new domen
I= (Gee aney Soon e (obt vt of i trme S35 S50ty

7 Trmatn o v om0 4 niow dorest

More wbcut posstde dephrpmmnt corlaratons

)
o LT

0 Active Directory Domam Services Installstion Wizand o

Nt woek Credentials
Soscly S naosw of B focwst whers $w ntalation wil occur and ccount
credertials thit have mfficirt pevileges 10 perfom the relaleton

cwed |

x|
.

Type the rame of 2ny donan n e foest whee you plan to nstal ths domain
conteoler

}amccme—

Specky the accourt credertls to use (o paform the
(T e

1 The curent user credentisls carnct be selected because they e local to tria
comgnter. A set of domain credersials iz needed. \

)

* Mpmmastn crmdertisls
[ece con admwrston

More sbout wh can metal Actree Qvectory Ooman Services

@ Actrve Durexctory Domas Services Installation Wieard

Seloct & Domain

Select a dooan for the asdtional doman controlier

- ——
®

<Bock [ Mems | Cancw |

x9S Sl ) a8 g 4T Ceed (pl o

Add a domain controller To an

Additional < au;5 p! a5 existing forest

S

2 oS (o obml jem cpl S9y 2 MO ey
AsS SIS next >

m)ogwo)lsl)oyb&;w@odl@d]

AsS 8)ly 05 e S Alternate credentials

oo

Slp anl asls 1) B 50 99, (megs jo oS

09 3oy 9 S8 pbg oS SIS Set.. g5, 5 S

IRVELER PR

S Sl next )
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@' Active Directory Domain Services Installation Wizasd x|

Seloct o Site
Selact & ste for the new domen controlier

r v xry i caresnond i fo & (H aerd v

chack [ heas | cacd |
5|
Addtional Domain C ller Options
i
Seloct nddtonal oplons fir the Somen controler
P o 4
M Gobal catalog
I Read-orly domain controller (ROOC)
Addtioned rdormeson
[ Thee DNS Server sarvice is sbeady mitaled on this server =]
| Theom s currertly 2 NS saevan thee e rogaterd ss suthotstivs name
sarviers for 4y doman
=
Nore obout gddtonal domen corntroler optiony.
« Back l Mest > I Cance l
x
Irstall from Medks

Select one of the folowng options, depandng on whether you wart to rephcats
domak dals over the network from en sxdsing domain consrober or you waerd 1o
mphcate domen deta bom meds owated bom in axiting domen cortrofler instel
fromn madha) in ether Case. v axstng domain contssler must be in the same domen
A8 B e dorman controler

+ Tmphcate data gver the netwos from an existing domen cortroller

(" Fisghcatn dsta fron meda of S dolowrg locaton
Const the help to make sure that $he madls you = usng & corpetble wih fhe typs
of doman controfler you ore nstaling Even f you select the option, some dsta s
copeed overthe network.
Locaton

| R B I

1. The mecke you select must have been created from 2 witabie domsin
"~ controfer. not = read-only domain contoler

o

More about st o reds

oS aib oo o] Site cund Sllee ol i3 (o yiege
Gl pl 0 as aes o Jlsl Ko ee a ], Sledlbl
Default-first- sl a4 colw ol SO 08 Lt &yg0
Bl ol pb s (gl a5 050 e olu] Site-Name
L, 5 ol g e Site And Service g, o)l
S5y 2 w5 miln oo Ol & sl s oS s il

2SS next >

Read-only domain au;5 S5 51 cwod ol o
JyS megs b5, asy 1, controller(RODC)
bis 5 000 o )l S b owar ey b Lo
F1 050 on 5 585 ns 1 shol (ags 5l e
S9y 2 - Sl byl g0 LLS)I i |y ans ol S5

DS SIS next

cosS bl ]y ol 4 3¥ Ceend (ol o
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Source Domatn Cortroller
D <
sz::ﬁmwm::w;::: SleMbl aS 1) 055 Hhas 550 J 108 rngd o (] 4o
ad wiithen 30 Dhia regheation paner even £ you chose Lo instad bom ~
Seiect 2 srce o cootmber o the rataiticn Catner e l) Sgw 6*5 Lo (0 99,0 A.Q\W“ Q\ g_‘b.lo}\
™ Lat the wirard choose doman .
& Use s spechc damsn controle aS ail e Serverl.cisco.com Lxyl o a5 oS
SERVERZ caco com Defaul Frst-Ste Mo SS9 L LsL“ OeR9° aS ol Wl )“5"‘“[5 l"l'; Serverl
QS SLAS next g, poyls )8 ]
More atout peiacting o ntalaton padoer
< Back ; Net> |  Concwt |
@ Active Directory Domam Services Installatwn Wizand . x|
Location for Databass, Log Files. and SYSVOL
Speacky fhe folders that wit contan the Actve Directory doman cortroller —4— . . .
S Y | « Log Files on 038 s Cwond pl o
e T A e e AT S9y » S g oS akin |, SYSVOL 4 Database
Detubase lokder
A s QS S next
Log flee fokier-
[: Windows \NTDS Brwen |
SYSVOL folder-
f:-.m-«-srsxo. Frrowern |
More 2ot
< Back I Neot > l Cancel I
x
Dwectory Sermces Restors Mode Admrsstrator Password . . . . P
S ade 095 eegd Sl jeee ey e pl o
e S e i 4V et smat s AP S S ® G55 20 5351 0 j5mm 2Lk Sl seee joy (nl &S
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chooss & wong paseword. . S
Fromeatrd I.ooooo.c.o-n
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MWore shout Drwctory Secvices Fasors Mode password
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Summery i
B v
domain “cisco.com”
'Q-Dd-lmw )me‘) SleMbs! u."»)..u‘ysosw‘ OMW
Acdtonal Options. ~ . .
%:%w,m“ S 0,33 cwwle b= o Export Settings.. s,
- Yes

it DS Do o 55 5T a5 b 0SS NEXE> g5, 5 o
Source DC. server | 0800 com -

To change an option. ciick Back T begn the cparstion. chck Nest.

These settings can be asparted to on arawes file for use wih Expot setings I
::m«m
\aing an nawer e

\ YV ojsre FeaalS g o pled cual aSl 5l am V> g

i [ e | o ] SloMbl g 058 o g9,0 JUEI S 00, ol s, 1,
S sl Server2 o LIS S ST Al s sl 8 b Y g, ol aldl 0gd o oS g ol
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545 oo plxsl Site and Service g yw lawg |5 cpl oil sailys g 1y b ygel ST
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Start >> Administrative Tools >> Active Directory Site and Service

# Active Owectney Sites and Services =181 %]
Fie  Acson  Vew el
| N s BmE
By Actwe Dractory Stes and Services ﬁ? | Type | Descrpan | Cont | Repicanon srerad
5 2 Sites BEDEFALLTISI. . She Lk 300 182
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8 Inter -Site Troreports
# Lo SMTP
= [ Defait Frst-Ste-Hare
= Servers
# g |\l
i g S|e2
. | e |
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Select Backup Configur...
Select Items for Badkup
Spedfy Destination Type

Select Backup Destination

Confirmation

Backup Progress

Select Backup Destination

Select a volume to store the backup. An external disk attached to this computer
is listed as a volume.

Backup destination: INew Volume (E:)

Total space in backup destination:

=

DVD Drive (D:)
Free space in backup destination: 98.75GB ~
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45 Backup Once Wizard

=]
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=
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Select Ttems for Backup Backup items: System state
S File exduded: None
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e Advanced option: WSS Copy Backup
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Backup Progress
< Previous | Mext = I Backup Cancel I
L% Backup Once Wizard x|
g Backup Progress
€=
Backup Options Status: 6792 files found to indude in the system state badkup...
Select Backup Configur... [ [ ]
Select Items for Backup —Status details
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Select Backup Destination Data transferred: 0KB
Confirmation Items |
| zadupfroz | Ltem [stotus [Deto transferred |
System state 6792 files found toin... 0KBof 1.46 GB

‘You may dose this wizard and the backup operation will continue to run in the

background.

< Previous Cancel

Iext > | Close I

G590 gl 5l asS oo cunlin a5 jghils
0055 exd lp seaing ol 2l ei> @
593 audl aS po S eolaxwl Backup

S oolaiwl Lo

Blax j9,0 595 » WS orw p2 lod

Ay 0pp0 )0 Yl

K9y » |).>| 6‘]’ 9 S| ooLoT )lS u9.>
2SS Backup

i &S cwl backup 85 > o
e alwl ISl 45 wsS o Job aiids
sl anvg o wledbl Backup 5,5 5l o

51,0 ,o windowsimagebackup b «

.Oj.:J L;O O)Pé E




Ly s d>lee )8 opl pll (g1 ¢ (oS eolawl emd o command 5l wb IS ol 6l s x5 Backup

108 ooliwl 5 Hgiws 5l leyd bas o 9 oS ol |, CMd jgws j90ims FUN o IS pl sl oy
wbadmin start systemstatebackup -backupTarget:E:

Sy 5o nl jetes cnl szl 8 oo - wgd (o0 g9, L b jeiws cnl Gl 5l am Yool g2

S5 03lel (28,5 DACKUP (sl o5 o o plomil (ot (slo ;058 (55, 1) (g yiwd gl S5me

S oolaiwl 5 ygiws 5l leyd las o g 0uS Wb Cmd J9wd jadiag FUN 1o IS pl gl g

Takeown /f $windir%$\winsxs\temp\PendingRenames /a

icacls %$windir$\winsxs\temp\PendingRenames /grant "NT AUTHORITY\SYSTEM: (RX)"
icacls $windir$\winsxs\temp\PendingRenames /grant "NT
Service\trustedinstaller: (F)"

icacls %$windir%$\winsxs\temp\PendingRenames /grant BUILTIN\Users: (RX)

Takeown /f $windir%\winsxs\filemaps\* /a

icacls %$windir$\winsxs\filemaps\*.* /grant "NT AUTHORITY\SYSTEM: (RX)"

icacls %$windir%\winsxs\filemaps\*.* /grant "NT Servicel\trustedinstaller: (F)"
icacls $windir%$\winsxs\filemaps\*.* /grant BUILTIN\Users: (RX)

558 Jlosl b 158 g5, 5 1o Jme YL 50 las 4 08 PAS Glojs b o 1, Yl o jsns

Administrator: C:\Windows\system32\cmd.exe

s_microsoft_framework v3.B_subsetlist_feSeff8713e36BfB.cdf —ms . pre - It S
processed file: C:sxWindowswinsxssfilemapssprogram_files_x86_reference_assemblie LJLQ)B )Q ‘) LJ‘)B o %)9;,
=_microsoft_framework v3.5_1dfadad@?dcBf?4f _cdf —ns

processedffi%e: C:\Hindgug\wigsxs;filem?gﬁgpgggzgg_ggéesagsG_Peference_ﬂssemhlie 45, ‘ ‘
z_microsoft_frameuvork v3.5 redistlist_a [ [ .cdf-mz - guo .

processed File: C:osWindows“winsxssfilemapssprogram_files x86_reference_assemblie )Q had) o de 9 w{QJS- );?
s_microsoft_framework v3.5_subsetlist_aaf62cd?1188a233 . .cdf —ms

rocessed file: C:sWindows winsxssfilemapssprogram_files x86_windows_mail fc?bl8

4dbf576ada. cdf—ms 0 s IS
processed file: GC:sWindowswinsxssfilemapssprogram_files x86_windows_nt_75867748 2 J:’ J o LSA
982h5de? .cdf —ns

processed file: C:Windows™winsxssfilemapssprogram_files x86_windows_nt_accessop
ies_6hoefecdfa2598e7. cdf—ms o odlin | successfully
processed file: C:owWindowsswinsxssfilemapssprogram_files x86_windows_nt_accessor
ies_en—ug_g9§4fsgeh30537el.cdf—ms fil Fil 86 a4 b1
processe ile: C:sWindows™winsxssfilemapssprogram_files x86_windows_nt_tabletex .
tservice_7af812101Babdf81.cdf-ms oy 4 I8 Sl s asS
processed file: GosWindowsswinsxssfilemapssprogram_files_ x86_windows_nt_tabletex : - - -
tservice_en—us_9dbBd4acecebb?65.cdf —mz

processed file: C:\Windows“winsxs~filemapssprogram_files x86_ 676bbe2c?241b6%4.c . ‘ . w
df —ms ol 0 r>L‘>u
processed file: C:“Windows“winsxs“filemaps-_BAB00BBBABABAAG0 . cdf —ms
Successfully processed 886 files; Failed processing B files

C:s\UzertvAdministrator.CISCO>icacls #windirxswinsxssfilemapss*.% Agrant BUILTIN-
Users:(RR
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