“Understanding the adversary
mindset is an important element in designing and
developing effective protective strategies.”

—amit Yoran, Former Director of the National Cyber
Security Division, Department of Homeland Security

Google
Hacking

FOR PENETRATION TESTERS

Explore the Dark Side of Googling

» Morph Google from "Directory Assistance Please” into a Rig Mounted
Pneumnatic Rock Drill

» See How Bad Guys Use Portscans, CGI Scans, and Web Server
Fingerprinting to Stroll in the Back Door of Your Enterprise

» Slam the Door on Malicious Google Hacks That Expose Your
Organization's Information Caches, Firewalls, IDS Logs,
and Password Databases
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13
‘Weblog: blogs
LasS |, esos0 b asso by b basiye wlxaogs b /5 aiga 5 (i aS ol (s Saxan S)ug :Weblog
¢ SWg @ 030 039391 (sileMbl S Giuss Gy 030 aS g ol ) 1l 0ad Wio pwsSeo silo) awiy
aS S3,00 5 55 SY Ly Lolo aS Liwd Secwlsl B SY Ly a8 w wilyl (.\uT W0 Ax80 0 D

awgi o Ol s adlgsy

oo Caodlssl 83,8 whhihy ol s aS cowl uass wolw 1 SWg

Vo

Ram n. samad@ ahoo. com


WWW.IRANMEET.COM

(o Slesls o5 s 5 T mailing lists) S SY Gy (lacm g8
Jows -t soe SSSE (b el e P(Usenet) Sijy s sl S
Llsjp 4 535 o s 28 Ol Llesls JSa 1) asee (588 o bl
boadaly 53 JolS Cow ¢ Wil 5 o 5 5l Gl 5 .S oo Jleyl (Cllas)

S s |y Sl (Jlos d (g9l 5 S 5 4SS

_14

mailing list: list of users which receive letters on a particular subject from a mailing list manager

mailing list manager: program whose function is to receive messages and distribute them to the
users that are on a mailing list

mailing: large batch of mail sent at one time by a single sender

o,1,> mailing list manager ;I |, wsuld aol aS cowl Ulu)lS 5l sviwypd (svbwy o ,pd = mailing list
0l osliu,8 aS (S3158l Sl a0l 5l csviuns AiiSio L, Luaie £9050

mailing ,> aS cowl il @ sl HLal 9 lpoly cidl,s LiylS aS sulaol,s = mailing list manager
Suiowslist

oo Jlwsl osiiw,d S bwei HLSy @S suld Juoul 51 53,50 “aiws :mailing
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Usenet : network which provides discussion groups through the Internet
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content from appearing in search results.
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® Use moderate filtering (Filter explicit images only - default behavior)
" Do not filter my search results.

MNumber of Results Google's default (10 results) provides the fastest results.
Display =10 [4] results per page.

Results Window [ Open search results in a new browser window.
4 N
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Search Specific Languages or Countries
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Search pages located in: = any country 4
Search for
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Gouygle Search |

Tip: If you typically search only pages in a specific language or languages, you can save tnis
as your default search behavior on the Prefereices page.
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English to German
English to Spanish
English to French
English to Italian
English to Portuguese
¥ German to English
German to French
Spanish to English
French to English
French to German
Italian to English
Portuguese to English
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German - English to Spanish - English to French - English to Italian - English to Portuguese English
to Japanese BETA - English to Korean BETA - English to Chinese (Simplified) BETA - German to
English - German to French - Spanish to English - French to English - French to German - Italian to
English - Portuguese to English - Japanese to English BETA - Korean to English BETA - Chinese
(Simplified) to English BETA
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camel case / S, i b sildgS Bg,>) (wdlwg,Sulo Sla aoli JolS sleusl,) MSDN Library g>,0 - **
w920 JSwly Bey> pU U 5w b Bay> ¢riiiini ‘09 5l (5)Su3 £95 uizxad (03900 1,25 LSS sulaisS @ I,
10,8

Camel case

The first letter of an identifier is lowercase and the first letter of each subsequent concatenated
word is capitalized. For example:

backColor
Pascal case

The first letter in the identifier and the first letter of each subsequent concatenated word are
capitalized. You can use Pascal case for identifiers of three or more characters. For example:

BackColor

Bo,> gy |, Ll e JSoS (a0, Gl @ieS> |, 9> 9w wlalS L aelS aSil 5l ,laid,m -

1, olSs 2ol (o "TEHRAN" ¢ "tehran” o "Tehran" slag> o o Jlio Sly -3,Seno sk 55 SosS
ls,S0 5L

&uo Slass :source code - *

source language that a program is written in, computer program before is compiled.
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35 ol 3 S ple G S g ST ele Dog o Sl Oley sitels
56l (San UNIX s b) (S o pa cpoled Jialed b sl o O >
Sl dh gy S (B9 S5m0 2 Sled b (U3l I Cdle (O ol S
SO0 085 low b Jbalsy 2y, g5 ol s oals Sila col
31855 St ) Sk S e 531355 g0 0kal Aol 0 Lilisee
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wildcard character A character that represents one or more unknown characters. In many
operating systems, a question mark (?) represents a single unknown character in a filename or
filename extension, and an asterisk (*) represents any number of unknown characters.

wildcard character A wildcard character is a special character that represents one or more other
characters. The most commonly used wildcard characters are the asterisk (*), which typically
represents zero or more characters in a string of characters, and the questionmark (?), which
typically represents any one character. For example, in searching: run* would mean "any word that
starts with 'run’ and has any kind of ending." If you entered "run*" at a search engine that offered a
wildcard character capability, you would get results for run, runs, running, runner, runners - in
short, any possible word that might begin with the three letters. Wildcard characters are used in
regular expressions (a form of programming in which input data is modified based on specified
patterns) and in searching through file directories for similar file names (for example, if all the work
files on a project start with the characters "P5," you could easily locate all the project files by simply
searching for "P5*").

*.txt Mo Al oo SIS 51 oSl acgamo oxids wlin aS (suld SIS

kS S alixo Sl @90 Wlsi o Sei gige S il ol Slise 4 «subiaiy, istemming - ¥
o p swimming swimmer Jlos @ Sgxiw> sgig0 SWIM (Soxiw> b Jlo Ulgic @ .S gxiw> |,
Al (od (58309 ol Shls Sexiws Slagise aod 53,8
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b awlgio JS9S ,5.6l0a0i o3l 518 Jgd Jii coMe G 5y aS caowl 0l 51 (sdg),S Joli Mol o)l
le™) Jgd Jai woMe 95 Uy couylbicswo wlolS aS gz 5w ) ollie (Jgd J&5 coMle ws,S adlol
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"three * * mice" -> Three very tough mice

oO,)liw B> 95 Sl aolS 95 wowl oauw oslaiwl o)licw wole g5 5l Ug> Sgsw dadlie aS gb Uled

owl 0aui guse
JS6S 53 581 Mio ¢ AiS (swod oslaiiiay |, wildcard osulpis @ JSsS - ¥
moon*
13050505 5155 b aulis wal (aiSiso g aS | S3)lge 9 S s gz |, moon Lpis JSeS 1S ezt |,
moons, moonlight, moonshot, etc
531 Mo (AiSo o5\ buiiay |1 full-word wildcard JSoS Jg
"three * mice"
13680 o ) 5)le0 ol Jgsg‘ S gz |
three blind mice, three blue mice,  three green mice, etc

aolS 95 S oslaiwl * o liw 95 ( WlolS 5l 9,3 (Sexiw> - Mol - w)le ) phrase ;s 31 V>
136800 2w 9 lgo ol JS6S ¢ AsS g |, "three * * mice" ,3I Mio «dguino 9w * (Sl

Three very tough mice

three colorful computer mice
Three Cerebellar Mutant Mice
three new artistic mice

Three Little Blind Mice

Three very Tough Mice

& etc.
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Lemur

... Because the exotic pet industry is considered a business ... anything but a commercially
prepared diet (as USDA ... The lemurs were transferred to Wildlife Rescue and ...
www.bigcatrescue.org/lemur.htm - 13k - Cached - Similar pages
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The following words are very commeon and were not included in your search: what the in. [details]
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special characters : control characters

control characters: special characters which comprise commands for defining the printed form of
a document

ldoe S w@des b Mol 5Lel cacly (pols aino; S5 53 Ul £989 aS 1iygS (899,> @y (LS Bgy> (uizad

Sl lapSiulse : placeholders - %
n. symbol in an expression that can be replaced by the name of any element in a set.

n. a symbol in a mathematical or logical expression that may be replaced by the name of any
element of a set
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hot and spicy Search?

Advanced Search
Preferences

The "AND" operator is unnecessary — we include all search terms by default. [details]
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The latter query would include not only pages that talk about hackers but also sites that talk about hackers and
the snacks they might eat.
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GNU sl 18l o 2 el o PTCP/P (slin 2™ (ol s ™ JSS5
Jelis (v Ko Sladss 03 57 6,53 (gl zebra.conf el kb ;| Zebra

"\"f@ oslatw! MLJ; b“) du}‘)}mﬁ} C)LGW‘

BWUbl (susilgd acgozo 4 S,i9m0lS Sla A > JSign 558 « @l psles « JSig, :protocol -
- ol Olasl by ol s el sigaolS s JSign Gudi - ulos (o 1iaigild |, wibli,l og=i aS 33,5 (s
il 1) oawnlB Ub; 5l csumwlio wsliow 0awles ol o oy @ oaus Ay WS &y agllbo Sy
b JSiom el 5l 0w 95 38 gl o A 5> oiws 95 swol wusidgo bl sghioy il

Aulos oslaiwl

S &y a4 Juaio Swoliuwnl LIS G o3l s aslo Shy oo, S UgaileiS 5l oSl acgoxo
. iowd oS> slaigy 9 ¢ Jlawl ¢ slasgys JyiS 9 W esls Saww JB , aS Saclgd  Josie ¢ oSl aibl,
¢ b audliS Ll @y YAAY Jlw s aS cowl « oy ST oy woow oo » JSg &ib il 5y W osly Jlawl

caisS )Ly byl glasil sy ads (o UlSol walixo Sla Wbl eloil WlLu,S @ g

protocol: standard for dealing with data transfer

protocol: In networking and communications,the formal specification that defines the procedures
to follow when transmitting and receiving data. Protocols define the format, timing, sequence, and
error hecking used on the network.

aio 0,5 @ laue 0,5 b 5l ply e aiwn culad 2l 1 suliwo routing - %
Routing: the process of directing packets from a network source node to the destination node.

aS cowl 51381 00 (5ls,1,8) JSig,y <l :Transport control protocol/interface < le ob,w :TCP/IP -3
ol 02 Wyl yigaolS e bl Sl Sopol €165 lis boawgs

Jole Sla piw 9 b 0598 WMy el 5> culas « Sigigy il 1 by Ol SYL Sblse JuJoy :TCP/IP
Slasl s b obylS Bgs JSigm 5l oslaiwl b .5 ww | Jol By> o JSiign 5l oslaiwl @ige; > Ulizosd
Sl aS ser adlex L% WhulS b blol @y 5ol (sl ceuil aSew a Jlail 5l gy 9 eau9 il
TCP/IP L alul, L> (o918 Giwils ausls aS w8l Olgi oo |, (sdaso ,i0S 03,0l S (s oslaiwl GulinSe
o oslaiwl wlbl,l by IPX/SPX JSigyn 5l oSsloio wldlw aS Jsb ol aSuir Jole o wsi> .auils
Ao il 0> ) 393 (svolais] a9 wdly Ggd JSig, 5l oslaswl wigro 393 @y 0,louds s )5 S
5,5 bbb (wojil Wl azews ) ARPANet aSis s oslaswl (Sl ol 5> TCP/IP JSig, -de0s a5l
b slls aS sgai (silp> piwpw el (s>lb @ pldl LalKusls 5l cssi S)lSes b Syl s )l
TCP/IP « B9 aSais Shy wsblii,l JSigy aubly Sl aind Kix S, )90 5> wi> Sizio S cud,b g 1o

TCP IP (Transmission Control Protocol Internet Protocol)

protocol for controlling Internet communications, package of protocols which regulate connections
between computers and the Internet
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il (20 ) op) and a7 Cwlzebra.conf.sample b fols

| -*- zebra -*-

!

! zebra sample configuration file
|

! $1d: zebra.conf.sample,v 1.14 1999/02/19 17:26:38 developer Exp $
!

hostname Router

password zebra

enable password zebra

!

! Interface's description.

!

linterface lo

! description test of desc.

!

linterface sit0

! multicast

!

! Static default route sample.

!

lip route 0.0.0.0/0 203.181.89.241
!

llog file zebra.log

A9 1395 yigaolS Sey 1 )Sus (SriseelS 5l (Lelild/ o/ wleMbl) (Jlasil/es,1iS,L/ sS) :Download - **
Sl oleMbl U35 (S 95 9 S295 LigaolS P W Sy S50 JigeolS piaw S 5l wleMbl Jlawl
03,8 wdly,s sl «sliS)L asow
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YA A Coogle Search: "! Interface's description. "

! - |:|hu|:| [ fonwnegoog e, Lurrl."bHd.ll.h7r|uITI-lmh-l-EI‘IﬁrIr-&iH-UTF*Eﬁh:ﬁl’E-ul’r i Q' | -\_
: Web Images Groups News Froogle mores
G #L) T‘:‘ = - =y - % Advoncod Search
- ! Interface's description. l(_f_:e_.ill_:_cl!_' Proforances |
Web Results 1 - 59 of about 117 for ®| Interface's description. " . (0.5 seconds)
Did you mean: " Interface description. "
Rem: Changing the Description Field in Server Manager
.. Thus, ADSI's |IADsFileService interface exposes this setting, and you use
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In some cases, there’s nothing wrong with using poor Google syntax in a search. If Google safely
ignores part of a human-friendly query, leave it alone. The human readers will thank you!
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